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1 Introduction

Quickly install N2WS, set up your server, and configure your first automated backup.

N2WS Backup & Recovery is a powerful tool that's essentially "plug-and-play". It takes about 20
minutes to set up and works in your existing AWS environment. N2WS plays well with other
platforms for making backup and recovery worry-free. This Quick Start Guide will walk you
through the core steps to get N2WS up and running.
A quick word about passwords before we get going. N2W Software strongly recommends that
you create a strong password for the server. Make sure no one can access it or guess it. Change
passwords regularly. N2WS enforces the following password rules:

e Minimum length of 8 characters.

e Not a common word or phrase.

e Not numeric characters only.

Prefer a video tutorial? Follow along at
https://www.youtube.com/watch?v=ohK5mvI8KPw&feature=emb title
and you'll be set in ~19 minutes.



https://www.youtube.com/watch?v=ohK5mvl8KPw&feature=emb_title
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2 Launching N2WS Backup & Recovery

You have 2 options to launch: via the 8 steps below or using CloudFormation.
To launch N2WS as part of a 30-day free trial or as a BYOL edition:

nhwn e

7.
8.

Go to https://aws.amazon.com/marketplace/

Search for ‘n2ws’.

Select your edition of N2WS Backup & Recovery (CPM).

Select Continue to Subscribe.

In the AWS logon page, enter your AWS account information, and select Continue to
Configuration.

Under Configure this software:

a. Change the fulfillment option to Amazon Machine Image (AMI).
b. Select the latest version in the Software Version list.

c. Select the Region you want to deploy to.

Select Continue to Launch.

In the Choose Action list, select Launch through EC2.

2.1 Launching with CloudFormation

CloudFormation is an AWS service that allows you to treat a collection of AWS resources as one
logical unit. CloudFormation provides a common language for you to describe and provision all
the infrastructure resources in your cloud environment, across all regions and accounts in an
automated and secure manner.

Note: The 1AM role will automatically contain the required permissions for N2WS

operations.

To configure N2WS using CloudFormation, see section 66.


https://aws.amazon.com/marketplace/
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3 N2Ws Server Instance Configuration

3.1 N2WS Server Instance Connectivity

For the configuration process to work, as well as N2WS’s normal operations, N2WS needs to be
able to “talk” with AWS APIs. Thus, it needs to have outbound connectivity to the Internet.
Verify that the N2WS instance has Internet connectivity; this can be achieved by placing the
instance in a public subnet with a public IP address, by assigning an Elastic IP to the instance,
using a NAT instance or by using an Internet Gateway. You also need to make sure DNS is
configured properly and that HTTPS protocol is open for outbound traffic in the VPC security
group settings. It is by default.

3.2 Creating an Instance When Launching through EC2

1. Under the Name and tags section, enter a name for your instance in the Name box.

Name and tags info

Name

NZWS | Add additional tags

If required, select Add additional tags.
2. Under Application and OS images (Amazon Machine Image), leave all default values, as this
section shows what AMI we are using for the EC2 instance image.
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v Application and OS Images (Amazon Machine Image) info

An AMI is a template that contains the software configuration (operating system, application server, and
applications) required to launch your instance. Search or Browse for AMIs if you don't see what you are looking for
below

Q. Search our full catalog including 1000s of application and OS images

AMI from catalog Recents My AMIs Quick Start

Amazon Machine Image (AMI)

N2W-CPM-4.2.2-RELEASE_CLEAN-14807#7- Q

6eb0-4030-9b61-8782f8e8e834 Browse more AMIs

ami-0ale6aal3e3d92643 Including AMIs from
AWS, Marketplace and

the Community

Catalog Published Architecture Virtualization Root device type  ENA Enabled

AWS 2023-12- x86_64 hwvm ebs Yes

Marketplace 06T20:47:51.00

AMIs 0z

If you have an existing license entitlement to use this software, then you can launch this software without creating a new subscription.
If you do not have an existing entitlement, then by launching this software, you will be subscribed to this software and agree that your
use of this software is subject to the pricing terms and the seller's End User License Agreement [A}

3. Under Instance type, the recommended minimum size is t3.medium. However, for bigger
environments, the type may need to be larger.
Note: For information on choosing the appropriate size, see
https://support.n2ws.com/portal/en/kb/articles/recommended-instance-sizes-for-com-
server-instances

¥ Instance type info | Get advice

Instance type

t3.medium o All generations
Family:t3 2wCPU 4 GiB Memory Current generation: true

Compare instance types

The AMI vendor recommends using a t2.small instance (or larger) for the best experience with this product.

4. Under Key pair, you can create a new key pair or use an existing one. The key pair is used
when connecting to the instance’s CLI.


https://support.n2ws.com/portal/en/kb/articles/recommended-instance-sizes-for-cpm-server-instances
https://support.n2ws.com/portal/en/kb/articles/recommended-instance-sizes-for-cpm-server-instances
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v Key pair (login) info

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair
before you launch the instance.

Key pair name - required

N2WS_Virginia v (C Create new key pair

5. Under Network settings, select a relevant VPC, Subnet, and Security group for the instance.
For the configuration process to work, as well as for normal N2WS operations, N2WS needs
outbound connectivity to the Internet for the HTTPS protocol. Needed are:

A public IP, or
An Elastic IP attached to the instance, or
Connectivity via a NAT setup, Internet Gateway, or HTTP proxy,

¥ Network settings info

VPC - required  Info

vpc-0d5ca2bed8e0efd3s (default) v c

172.31.0.0/16

Subnet  Info
‘ No preference v ‘ G Create new subnet [

Auto-assign public IP Info

‘ Enable v ‘

Additional charges apply when outside of free tier allowance

Firewall (security groups)  Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

‘ © Create security group ‘ ‘ (O Select existing security group ‘

Security group name - required

‘ N2WS5 Backup & Recovery for AWS Free Trial/BYOL-4.3.0-AutogenByAWSMP--1

This security group will be added to all network interfaces. The name can't be edited after the security group is created. Max length is
255 characters. Valid characters: a-z, A-Z, 0-9, spaces, and ._-:/()#,@[1+=&;{}'%*

Description - required  Info

‘ N2WS5 Backup & Recovery for AWS Free Trial/BYOL-4.3.0-AutogenByAWSMP--1crez

Inbound Security Group Rules

Security group rule 1 {TCR 443 0.0.0.0/0)
Security group rule 2 {TCP, 22, 0.0.0.0/0)
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6. Under Configure storage, keep the Root volume as 30GB, but change the volume type to
General Purpose SSD (GP3). You can also encrypt the volume with a default or custom
managed KMS key.

v Configure storage info Advanced
1x | 30 ‘ GiB ‘ gp3 ¥ | Root volume (Mot encrypted)
(@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (55D) or Magnetic X
storage

Add new volume

The selected AMI contains more instance store volumes than the instance allows. Only the first O instance store

volumes from the AMI will be accessible from the instance

(@) Click refrash to view backup information C
The tags that you assign determine whether the instance will be backed up by any

Data Lifecycle Manager policies.

0 x File systems Edit

7. Under Advanced details, the only mandatory field to change is the IAM instance profile.
Create a new role to give the EC2 instance the minimum permissions needed to perform its

functions. See https://support.n2ws.com/portal/en/kb/articles/what-are-the-required-
minimal-aws-permissions-roles-for-cpm-operation
8. Select Launch instance.

3.3 N2WS Server Instance Configuration

N2WS has a browser-based management console. N2WS supports Mozilla Firefox, Google
Chrome, and Safari.

Note: For N2WS to work, Java Script needs to be enabled on your browser.

After launching the N2WS AWS instance, use AWS Management Console or any other
management tool to obtain the address of the new instance:

i-0d5eee02¢252d7d0d (CPM_Demo) & X

Details Status and alarms Monitoring Security Networking Storage Tags

¥ Instance summary Info

Instance ID Public IPv4 address Private |Pv4 addresses

i-0d5eee02c252d7d0d (CPM_Demo) 54.89.112.37 | open address [ 172.31.42.84

IPv6 address Instance state Public IPv4 DNS

- © Running ec2-54-89-112-37.compute-1.amazonaws.com | open address [4
Note: Use the address provided to you by N2WS to connect to the N2WS Server using the

HTTPS protocol in your browser (https://<server address>).


https://support.n2ws.com/portal/en/kb/articles/what-are-the-required-minimal-aws-permissions-roles-for-cpm-operation
https://support.n2ws.com/portal/en/kb/articles/what-are-the-required-minimal-aws-permissions-roles-for-cpm-operation
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When a new N2WS Server boots for the first time, it will automatically create a self-signed SSL
certificate. After initial configuration, it is possible to upload a different certificate. Since the
certificate is unique to this server, it is perfectly safe to use. However, since the certificate is
self-signed, you will need to approve it as an exception for the browser. To add an exception for
the default certificate in Chrome and Firefox, see Appendix B — Adding Exception for Default
Browser (page 4849).

After adding the exception, you get the first screen of the N2WS configuration application.

3.4 N2WS Server Configuration Wizard

The N2WS Server Configuration wizard takes you through the process step by step. There are a
few differences between configuring N2WS for the Free Trial and other paid editions.
For the Free Trial edition:
e A new volume must be defined for the N2WS server.
e You will need to enter a user name, a valid email address, and enter a strong password
and verify it.
For other N2WS Editions:

Step 1: Verify ownership of new instance
On the first screen you will be asked to type or paste the instance ID of this new N2WS
instance. This step is required to verify that you are indeed the owner of this instance.

lirazimrs M2WS Backup & Recovery (CPM)

Select Next. In the next step the N2WS configuration procedure begins.

Step 2: Approve the N2WS license agreement
Review the end user license terms, select the acceptance checkbox, and then select Next.



‘ Server Configuration
GEWS N2WS Backup & Recovery (CPM)

Instance End User License License and Data Volume Server Register Your
Confirmation Agreement Root User and Proxy Configuration Account

End User License Agreement
Version x0x - ddimmiyyyy

This License Agreement (the "Agreement”) is made and entered into by and between Licensor (as defined below) and you as,
or on behalf of, Licensee (as defined below). This Agreement gaverns Licensee's access 1o the Image and its use of the
Licensee Instance (as these terms are defined below). Each of Licensor and Licensee is a "Party” to this Agreement and
together they are indicated as the "Parties”

By either (a) submitting a signed Quote:; (b) providing a purchase order complying with a Quote, () checking the "I read the
License Terms and | Accept them™ checkbox and subsequently clicking the "Next™ button during the installation and
configuration process of the Licensee Instance (as defined below) using the Image (as defined below), or (d) accessing or
using the Licenses Instance, you as. or on behalf of, Licensee. are accepting and agreeing to be bound by the terms and
conditions of this Agreement, which becomes effective as of the date you click the "Next" button (or first access or use the
Licensee Instance) (the "Effective Date”). If you are accepting the terms of this Agreement on behalf of Licensee, you represent
and warrant that: (i) you have full legal authority to bind Licensee to this Agreement; (i) you have read and understand this
Agreement; and (iii) you agree, on behalf of Licensee, to this Agreement. If you do not have the legal autharity to bind

Licensee, please do not click the "Next” button (or access or use the Licensee Instance)

1. License Grant. Licensor grants Licensee a limited, personal, revocable, non-exclusive, non-sublicensable, non-transferrable
license to da the following during the License Term: (i) install and configure the Image on a single Licensee Instance; (i} create,
copy, use, maintain and restore Snapshots and Secondary Backups of Licensee Information using Licensee Instance(s) for the
internal business use of Licensee, subject o the attributes and usage limitations of Image or as set forth in the Quote; (iii) copy
and use the D! slely for the ab ioned purposes; and (iv) if and to the extent Licensee has been expressly
authorized in writing by Seller in a Quote or otherwise, Licensee may either or both (a) install and configure the Image on
additional Licensee Instances: and/or (b) create, copy, use, maintain and restore Snapshots and Secondary Backups of
Licensee Information using Licensee Instance(s) for Managed Users of Licensee

I read the license terms and | accept them

Step 3: Configure the license type, N2WS “root” account password, and user
information

‘ Server Configuration
GEWS N2WS Backup & Recovery (CPM)

Instance End User License License and Data Volume Server Register Your
Confirmation Agreement Root User and Proxy Configuration Account
License 'm starting a free trial v

User name

Email {optional)
Password

Confirm Password:

For the Free Trial, leave the License list with the default. If you purchased a license directly
from N2W Software, choose one of the License options, according to the instructions you
received.

Note: If anyone in your organization already installed a N2WS Free Trial in the past on the
same AWS account, you may receive an error message when trying to configure or
connect to N2WS. Contact support@n2ws.com to resolve.

Note: If you are using one of the N2WS paid products on AWS Marketplace, you will not
see the License field.

10


mailto:support@n2ws.com
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If this is an upgrade, the username must remain as it was before the upgrade, but the password
can be modified.

Note: Passwords: N2WS does not enforce password rules. However, N2WS recommends
that you use passwords that are difficult to guess and to change them regularly.

When you have completed entering the details for Step 3, select Next.
Step 4: Time zone, new volume, force recovery mode, and web proxy settings

CNIWS | MZWS Backup & Recavery (CPM)

0—0—0—0

Imstancn i Usar Licansa Licwnna aad [ Sarvm Pt Yot
ot [R—— ol Lt ey i s e

1. Choose your time zone.

2. If configuring a paid edition, choose whether to create a new data volume or use an existing
one. To configure an additional N2WS server, in recovery mode only, choose an existing
data volume and select Force Recovery Mode. In Step 5, you will be presented with a list of
existing N2WS data volumes.

11



2WS

Server Configuration

&WS N2WS Backup & Recovery (CPM)

0—0—0—0

Instance End User License License and Data Volume Server Register Your
Confirmation Agreement Root User and Proxy Configuration Account
Choose Time Greenwich (GMT) v Important Notice:

Archived data 10 S3 from versions 24 10 26.x
Choose new or existing Use Existng Data \Violume v cannot be recovered with version 3.0

For aaditional information, piease read here.

Force Recovery Mode No v

Connect via web proxy Disabled v

Note: The N2WS server configured for recovery mode will NOT:
e Perform backups.
e Copy to S3.
e Have Resource Control management.
e Perform any scheduled operations.

3. Ifyou select Enabled for Connect via Web proxy, additional boxes appear for defining the
proxy:

o 0—O

Eand L Lt Lt Wi g Crply 'vidagra Sy Hrgeaen Vimm
Conbrratca e Fisot i i Pray Condhigar s, oot

4, Select Next.

12
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Step 5: Data volume type and encryption, security settings, and anonymous

usage reports
1. Ifyou are configuring a new data volume, you have an option to encrypt N2WS user data.

Select Encrypted in the Encrypt Volume drop-down list and choose a key in the Encryption
Key list. You have the option to use a custom ARN.

| Server Configuration
GEWS N2WS Backup & Recovery (CPM)

0—6—06—0—0

Instance End User License License and Data Volume Server Register Your
Confirmation Agreement Root User and Proxy Configuration Account
Capacity (GiB) 5 :

EBS Volume Type: General Purpose 55D (gp2) v

Encrypt Volume: Not Encrypted v

Web Server Port: 443

SSL Server Certificate File: N file chosen Leave empty for default self-signed certificate

881 Server Private Key No file chosen

Anonymous Usage Reports: | Allow v

= =N

2. Ifyou chose to use an existing volume or selected Force Recovery Mode in Step 4, you will
see a drop-down volume selection box.

| Server Configuration
&WS N2WS Backup & Recovery (CPM)

0—6—0—0—0

Instance End User License License and Data Volume Server Register Your
Confirmation Agreement Root User and Proxy Configuration Account
Existing CPM Data Volume: vol-0572ed603db0b2f08 (N2WS - Data Volume) v
Web Server Port 443
SSL Server Certificate File No file chesen Leave empty for default self-signed certificate
SSL Server Private Key No file chosen
Anonymous Usage Reports: | Allow v

(= [=]

Complete the Web Server settings. The default port 443 is used by the N2WS manager.

4. Allowing anonymous usage reports will enable N2WS to improve the product. The usage
reports are sent to N2WS with no identifying details to maintain customer anonymity. You
can disallow the anonymous reports at a later time in the N2WS General Settings menu.

5. Select Next when finished.

w

13
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Step 6: Register the account with N2W Software

| Server Configuration
GEWS N2WS Backup & Recovery (CPM) v3.0.0

Instance End User License License and Data Volume server Register Your
Confirmation Agreement Root User and Proxy Configuration Account

Full Name:

Email

Company

Country Please choose your country v
Zip Code:

Ref Code (optional):

=3 r——

Registration is mandatory for free trials and optional for paid products. N2WS recommends
that all customers register, as it will enable us to provide faster support. N2W Software
guarantees not to share your contact information with anyone.

If you have a Reference Code, enter it in the Ref Code box.

WARNING: Use English characters only in registration. Non-English characters (e.g. German,
French) will cause the operation to fail.

Select Configure System when finished. The Configuring Server message appears.

[ {
\

b
>

Configuring Server. It may take a while .
The registration and configuration process may take a while, after which a ‘Configuration
Successful — Starting Server ... message appears. It will take a few seconds for the application to
start.

Note: If, for any reason, you are not directed automatically to the application logon
screen, reboot the instance from the management console.

14
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Username:

Password:

Sign In

Sign in with Identity Provider

License Agreement

You are now ready to log on with the credentials you created in the first screen and begin using
N2WS. Selecting Sign in with Identity Provider will redirect you to the organization’s IdP system
using SAML.

Note: Logging on for the first time with a trial edition can take up to 5 minutes as N2WS
must connect and get approved by our licensing service.

The “Please wait ...” message should go away in a few minutes. Allow 4-5 minutes and then
refresh the screen.

15
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4 Creating a Simple Backup Policy

Note: For instructions on how to quick start using Azure with N2WS, see section 77.

N2WS automatically creates your first AWS account and policy. The required cpmdata policy is
used to back up the N2WS data volume.

You can create additional accounts by following the instructions in section 4.1, or see
https://support.n2ws.com/portal/en/kb/articles/how-to-add-an-additional-aws-account-to-cpm-
for-backup-or-dr

For creating a simple AWS backup policy, see section 4.3. While a backup schedule is geared
toward a production environment, it is optional, as you can run a policy independently of a
schedule. To set a backup schedule, see section 4.2.

4.1 Adding an AWS Account

After logging on to the system for the first time, you will see the main screen, the Dashboard:

Dashboard

Backups (Last 24 Hours) DR (Last 24 Hours) 53 Backups (Last 24 Hours) Accounts

I
Re

3 1 1 -
4 [ ]
Protected Resources
E—
4 L
Volume Usage Percent ] Alerts Managed Snapshots
6 3
There are some volumes above/below threshold (2) -
4 ’
$4.18 ]
Cost Explorer
$0.00 Q

N2WS 4.3.0 automatically creates your first AWS account. To add accounts, you can follow the
instructions given below, or see
https://support.n2ws.com/portal/en/kb/articles/how-to-add-an-additional-aws-account-to-cpm-
for-backup-or-dr

16
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New Account

Name User

demo v

[$]

Account Type

Backup v

Authentica tion

CPM Instance |IAM Role v

Scan Resources

| Capture vPCs

1. Inthe Name box, type the name you would like to associate with your primary AWS
account.

2. Inthe Account Type list, select Backup. A DR account is for cross-account backup and
recovery and is out of the scope of this guide. See “Account Type” in the N2WS Backup and
Recovery User Guide.

3. In the Authentication list, select your desired type of authentication. You can either choose
to use your AWS access key and secret key or CPM Instance IAM Role, which is
recommended. These credentials are saved in the N2WS database. However, the secret key
is kept in an encrypted form. There is no way these credentials will ever appear in a clear
text format anywhere. See “Security Concerns and Best Practices” in the N2WS Backup &
Recovery User Guide.

4. Select Scan Resources to turn on the capability for this account to scan resources. Select the
Scan Regions and Resource Types in their respective lists.

5. Capture VPCs is enabled by default. Clear Capture VPCs to turn off automatic capturing of
VPCs for this account.

6. Select Save.

17
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4.2 Creating a Simple Backup Schedule

In the left panel, select the Schedules tab. Currently, the list of schedules is empty. You will now
create the first schedule. Select + New.

New Schedule

Name User

Daily_Sched demo v

9]

First Run Expires (]
10/22/2020 9:21 PM

Time Zone

taly (Europe/Rome) v

Repeat Every

Days v
Enabled On

+| Sunday | Monday ~| Tuesday v | Wednesday ~| Thursday +| Friday | Saturday

Description

Save Cancel

1. Type a name and optional description for the schedule.

2. Inthe First Run box, if the First Run is other than immediately, select Calendar to
choose the date and time to first run this schedule. The time set in First Run becomes the
regular start time for the defined schedule. The default schedule expiration is never.

3. Set the schedule frequency in the Repeat Every list. Available units are minutes, hours,
days, weeks, and months. Set the days of the week on which the schedule runs in the
Enabled On checkboxes.

4. Select Save.

4.3 Creating a Simple AWS Backup Policy

In the left panel, select the Policies tab. Currently, the list of policies is empty. You will now
create the first policy. Select + New.

18
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Create Policy

Policy Details Backup Targets More Options DR Lifecycle Management (Snapshot / 53 / Glacier)
Name
User + New Account + New
demo v |z ACCOUNT-1 v |z
v Enabled

Schedules + New

None v 2

Auto Target Remova

No v
Description

In the Create Policy page, enter a policy name and description. Other fields in this screen

include:

e Account — Each policy can be associated with one AWS account.

e Auto Target Removal — Whether to auto-remove resources that no longer exist.

e Enabled — By default, a policy is enabled.

e Schedules —Select the schedule just created.

e Auto Target Removal — Select from the list whether to automatically remove resources
that no longer exist. If you enable this removal, if an instance is terminated, or an EBS
volume deleted, the next backup will detect that and remove it from the policy. Choose
yes and alert if you want the backup log to include a warning about such a removal.

When finished, select Save and select the Backup Targets tab. Backup targets define what a

policy is going to back up.

Create Policy

Policy Details Backup Targets More Options DR Lifecycle Management (Snapshot / 53 / Glacier)

= Add Backup Targets

nstances

Volumes

RDS Databases

19
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Following are the types of objects you can back up:

e Instances - Back up EC2 instances, including their metadata, and optionally some or all
of their data volumes. This is the most common backup target.

e Volumes - Back up EBS volumes independently, whether or not they are attached to an
instance, and regardless of which instance they are attached to. This can be useful to
back up volumes that are not always attached to an instance, or volumes that move
between instances, like cluster volumes.

e RDS Databases - Back up RDS DB instances. This will use RDS snapshots and can be
useful for backing up RDS databases together with other types of objects, or for anyone
who wishes to back up RDS databases using N2WS, in addition to or instead of using
AWS automatic backup.

e Aurora Clusters - Aurora is similar to RDS but handles Aurora clusters.

e Redshift Clusters - Manage Redshift Cluster snapshots.

e DynamoDB Tables - Back up DynamoDB Tables.

e Elastic File Systems — Back up EFSs.

e FSx File Systems — Back up FSx File Systems.

e S3 Bucket Sync — Copy objects between S3 buckets.

To add an instance, for example, to the policy:

In the Add Backup Targets menu, select Instances. The list of instances you have in the region
for the policy’s account appears. The Region list allows you to switch between different regions.
You can use the free text search, column-based sorting, or pagination if there are a lot of
instances and you are seeking a specific one.

Note: Although you can add backup objects from different regions in the same policy, in
many cases it is not a good practice to do so.

Policies > Create Policy

Add Instances x
US East (N. Virginia) ~ Search resources Q © Refresh
Name - Instance Status AMI ID Root Dey
DD-LS-RELEASE-32 i-0ace588af37254d3b stopped ami-0626796a067374311 ebs
JANET-DOC i-0e6265991a856¢77c running ami-0ad8a6481ee08c18e ebs
My-Proxy i-0ab3d1abffe770f3d stopped ami-0dfsc14f8c57da13b ebs
cost-explor-linux -037efgee119aa41d1 running ami-0947d2bal2ee1f75 ebs
dev-32-DD-18-10 i-06ce81d350ddd2f50 running ami-0dbd8cf51e1a95c12 ebs
releasze-32-DD-take2-18-10 -05b6b9518c934d000 stopped ami-018a04e67fd6bb5b2 ebs
untam i-0rS5cdact 530307 rinning Ami-N10nan26r7a71as0h T
»
0 of 7 items selected

Frevions cancel

Select the instance that you want to back up, and then select Add Selected. This will add the
requested instance to the screen in the background and remove it from the popup window,
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although it does not close the popup. You can add as many instances as you want up to the
limit of your licence. Select Close when finished.

Back in the Backup Targets screen, you can see the instance in the list of instances. You have
the option to remove it from the policy and a Configure button. Select the instance, and then
select Configure to review which volumes to back up and other options.

By default, all EBS volumes which are attached to this instance will be backed up. If a volume
gets detached from or attached to the instance, it will not interfere with the normal operations
of the policy. In every backup, N2WS will check which volumes are attached to the instance and
take snapshots of them.

To view the planned backups for this policy, select Backup Times in the Policies list.

The backups will start automatically at the time configured previously in the schedule.

If you want to initiate an immediate backup, select a policy, and then select Run ASAP.

Policies

Q All Accounts v All Schedules v 20 records/page v
+ New < Refresh
Name - Account Enabled Backup Generations Schedt
23-RC aaa Yes 30
cee cee Yes 30
cpmdata aaa Yes 30
ins-s3 aaa Yes

vol-dr aaa Yes 2 51

0 of 5 items selected

N2WS will report that the backup policy will now run. The process can be monitored by
following the Status in the Backup Monitor tab.
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Search backups Q,  byinstance v All Policies v All Accounts v All Backup Statuses v

20 records/page v

& Refresh

Start Time A d Finish Time Policy / Frozen Item Account Status DR Status Lifecycle !
QOct 25, 2020 2:12 PM P1 ACCOUNT-1 /) In Progress
Oct 25,2020 11:03 AM  Oct 25,2020 11:14 AM  P3 ACCOUNT-3 Q Successful o store
Qct 25,2020 11:03 AM  Oct 25,2020 11:14 AM P2 ACCOUNT-1 Q Successful Q Completed
Oct 25,2020 11:03 AM  Oct 25,2020 11:13 AM  P1 ACCOUNT-1 Q Suceessful
Oct 25, 2020 11:03 AM  Oct 25, 2020 11:04 AM  CPMDATA ACCOUNT-1 o Successful
Qct 24, 2020 2:43 PM Oct 24, 2020 2:44 PM P3 ACCOUNT-3 Q Successful 7 Delet
Oct 24, 2020 1:37 PM Oct 24, 2020 1:39 PM P2 ACCOUNT-1 Q Sucecessful Q Completed
Oct 24, 2020 1:37 PM Oct 24, 2020 1:48 PM P1 ACCOUNT-1 Q Successful
Qct 24, 2020 1:37 PM Oct 24, 2020 1:37 PM CPMDATA ACCOUNT-1 Q Successful
Oct 22, 2020 8:22 AM Oct 22, 2020 8:24 AM P2 ACCOUNT-1 Q suceessful Q Completed
Oct 22, 2020 8:21 AM Oct 22, 2020 8:22 AM P1 ACCOUNT-1 Q Successful
4 b

0 of 11 items selected

Consult the N2WS Backup & Recovery User Guide to see how to create application consistency
for Linux and Windows servers.
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5 Performing a Basic Recovery

You can view the backups in the Backup Monitor tab. You can search for snapshots based on
the Backup Target type, Policy, Account, and backup status.

Backup Manitor

20 records/page v

5y Recover [E Log

Start Time -

| Oct 25, 2020 3:52 PM

Oct 25, 2020 2:12 PM
Oct 25, 2020 11:03 AM
0Oct 25, 2020 11:03 AM
Qct 25, 2020 11:03 AM
Oct 25, 2020 11:03 AM
Oct 24, 2020 1:37 PM

Oct 22, 2020 8:22 AM

1 of 8 items selected

For each backup, you can see the exact start and finish times, and status. Select View

Snapshots to see the individual EBS snapshots of all the volumes. Select Log to view the log of
this backup with all the details. To recover from a particular backup (typically the most recent
successful backup), select the backup, and then select Recover:

Backup Monitor

by instance

by instance

by volume

by RDS database

by Aurcra cluster

by Redshift cluster

by DynamoDB table

by Elastic File System

by FSx File System

by 53 bucket sync

by policy/frozen item
Oct 25, 2020 11:04 AM
Oct 24, 2020 1:39 PM

Oct 22, 2020 8:24 AM

v All Policies

# Move to Freezer

olicy / Frozen Item

MDATA

Cloud [A] | search backups Q | Bylnstance v || AllPolicies v
Start Time - Finish Time Policy / Frozen Item User
Jun 3, 2024 12:00 AM Jun 3,2024 12:01 AM rof dmir
Jun3,20241 Jun 3, 2024 12: A dmin
Jun 3, 2024 12:00 AM Jun 3, 2024 12:01 AM dmin
Jun 3, 2024 12:00 AM Jun 3, 2024 12:00 AM dmir
Jun 3,20241 Jun 3, 2024 12: AM dmin
Jun 3, 2024 12:00 AM Jun 3, 2024 12:00 A dmin
Jun2,2024 1 Jun 2,2024 12:01 AM dmin
Jun 2, 2024 12:00 AM Jun 2, 2024 12:01 AM dmin
Jun2,20241 Jun 2,202412: A dmin
Jun2,2024 1 Jun 2, 2024 12:00 AM dmir
Jun2,20241 Jun 2,202412: AM dmin
Jun 2, 2024 12:00 AM Jun 2,202412: dmin
Jun 1, 2024 12:00 AM Jun 1,202412:0 dmin
Jun1,20241 Jun 1,202412: AM dmin
Jun 1, 2024 12:00 AM Jun 1,202412:0 dmin
Jun 1, 2024 12:00 AM Jun 1,202412: dmin

0 0f 98 items selected

v All Accounts v
Account Status
ACCOUNT-3 @& Successful

ACCOUNT-1

ACCOUNT-3

ACCOUNT-1

ACCOUNT-1

ACCOUNT-1

ACCOUNT-1

ACCOUNT-1

Page | 1

@ Successfu

@ Ssuccessfu

@ Successfu

@ Successfu

& successfu

& successfu

& successfu

v || All Accounts

Account

of5

- »

All Backup Statuses

All Backup Statuses

Status

DR Status

@ Completed

@& Completed

@ Completed

O Al snapshots Dele

Successful

Successful

Successful

apshots Dele

apshots Dele

v

DR Status

@ Completed

@& Completed

@& Completed

@ Complated

@& Completed

@& Completed

@& Completed
@& Completed

® Completed

= Refresh

Lifecycle |

W store

Showr

* ExportTable 3 Refresh

Lifecycle Status

¥ Stored in Storage Repository

4 stored in Storage Repository

4 Stored in Storage Repository

T4 stored in Storage Repository

W Stored in Storage Repository

¥ Stored in Storage Repository

Displaying 1 - 20 of 98

In the Recover screen, you can see all the instances that this backup contains. Should this policy
include also EBS volumes, RDS databases, Redshift Clusters, or DynamoDB Tables, you will have
a tab to recover them as well. In order to recover an instance, select the Instances tab.

23



2WS

Recover
Search by Resource Restore to Account
Res: Q Same as Snapshot (ACCOUNT-1) v
Instances
&3 Recover &3 Recover Volumes Only 8 Explore
Name ID Region Image ID Root Device Platform
. cost-explor-linux i-037ef8ee119aa341d1 US East (N. Virginia) ami-0947d2ba12ee1ff75 Jdev/xvda Unix / Linux
™) 310-milan-CPM -0d93e780248d9f1cd EU (Milan) ami-03d0%fd20a7752f5¢ /dev/sdal Unix / Linux -
»
Note: Recover Volumes Only is for recovering only the EBS volumes of the instance

without actually creating a new instance.

Select the instance to recover and select Recover again. The Basic Options tab of the Instance
Recovery page opens. You can enlarge the page by selecting =7 in the upper right corner.

Instance Recovery x
& AMI Assistant
Basic Options Volumes Advanced Options
Launch frem AMI Handling
Snapshot v Deregister after Recovery v
nstance Type nstance Profile ARN nstances to Launch
t2.micro hd arm:aws:iam::7745838299384:instance-profil| :
Key Pair
No Key Pair v
Networking
Placement
By VPC v
VPC
vpc-5d093327 (default) v Clone VPC A

AWS Credentials

Use account AWS Credentials v

Recover Instance Close

Most of the options when launching EC2 instances are available here and may be modified. The
currently selected defaults are exactly the options the original backed-up instance had at the
time of the backup, including the tags associated with it.

A further option worth mentioning here is Launch from. This sets the option for the image the
new instance will be launched from. In case of an instance-store-based instance, the only
option would be to launch from an image. The default will be the original image, although it can
be changed. In case it is a Linux EBS-based instance, as in this example, and the backup includes
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the snapshot of the boot device, you can choose between launching from an image (the original
image or another), and launching from the snapshot, which is the default.

If you choose to launch from a snapshot, a new image (AMI) will be created, and you can
choose whether you want to keep the image after the recovery is complete or deregister it. You
can even choose not to perform the recovery now, and only create the image, to recover from
it later.

Select Recover Instance to recover an instance exactly like the original one.

For paid editions, if Capture VPCs was enabled in the Account settings, the Basic Options tab

will also contain a Clone VPC button next to the VPC box.
vbe

vpc-124e8062 () ~ Clone VPC

The Clone VPC option allows you to recover the instance to a clone of a selected VPC
environment. See https://docs.n2ws.com/user-guide/10-performing-recovery#id-10-3-5-
recovering-to-a-cloned-vpc

Important: If you intend to test the recovery of an instance in the same region as the instance
that was originally backed up, you will need to change the IP to avoid an IP conflict.
This can be mitigated by leaving the VPC Assign IP box blank.

Select the Volumes tab to choose which volumes to recover and how.

Instance Recovery x

& AMI Assistant

Basic Options Volumes Advanced Options

+|  Original Volume ID Capacity (GiB) Type 10PS Encrypted Device Preserve Tags Delete on Term

vol-0642d2d3bbb11c... g : General Purpose 550 v No v

AWS Credentials

Use account AWS Credentials v

Recover Instance Close
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Select the Advanced Options tab for additional recovery parameters.

Instance Recovery x

D AMI Assistant

Basic Options Volumes Advanced Options
Architecture Tenancy
%86_64 v Shared v
Shutdown Behaviour API Termination
Stop v Enable v

Auto-assign Public IP

Subnet Default v

Kernel RAM Disk

v | Preserve Tags

AWS Credentials

Use account AWS Credentials v

Recover Instance Close

After you select Recover Instance and confirm, you will be directed to the Recovery Monitor
page where you can follow progress in the Status column. You can view recovery details by
selecting Log.

Recovery Monitor o R
(Open Recovery Monitor)

All Policies v All Accounts v Al Recovery Statuses v Not Filtered by Scenario Run v 20 records/page v

< Refresh

Recovery Time w Backup Time Recovery Type Original Resource ID Policy Account Status
Oct 26,2020 11:24 PM  Oct 26, 2020 10:12 PM  Volume vol-0d62e0cc15dfds... P3 ACCOUNT-3 O Initializing recovery
Oct 25, 2020 10:54 PM  Oct 25, 2020 3:52 PM Fox fs-083362023b7894f..  fsx ACCOUNT-3 Q Recovery succeeded

0 of 2 items selected
The log message will include the instance ID of the new instance, and now you can go and verify
the successful recovery in the AWS Management Console. The recovered instance is exactly the
same as the original one, with all its EBS volumes.
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6 How to Configure N2WS with CloudFormation

The process to configure N2WS to work with CloudFormation is a single stream that starts with
subscribing to N2WS on the Amazon Marketplace and ends with configuring the N2WS server.

Note:
e N2WS provides a number of editions all of which support CloudFormation.
e AnIAM role will automatically be created with minimal permissions and assigned to
the N2WS instance.

1. Goto https://aws.amazon.com/marketplace
2. Search for N2WS.
3. Select Continue to Subscribe.

N2WS Backup & Recovery for AWS Free (T (T
WS Trial/BYOL

< Product Detail Subscribe  Configure

Configure this software A —

Choose a fulfillment option and software version to launch this software. This is an estimate of typical software
and infrastructure costs based on your
configuration. Your actual charges for
each statement period may differ from

Fulfillment option this estimate.
R CloudFormation Template
CloudFermation Template M Deploy a complete solution configuration using a Software Pricing
CloudFormation template
N2WS Backup & $0 /hr
R Recovery for
N2WS Backup & Recovery Free Trial & BYOL (CFT) v AWS Free
Trial/BYOL
Software version BV
4.3.0 (Jun 03, 2024) hd
Whats in This Version
N2WS Backup & Recovery for AWS Free Trial/BYOL
Learn more
Region
US East (N. Virginia) v
Use of Local Zones or Wavelength infrastructure deployment may alter your final pricing.
Product Code: 17p1fh23ueqbb2b9xg6d8jwok
Release notes (updated June 3, 2024)
4. Login and select Accept Terms.
N2WS Backup & Recovery (CPM) Free Trial & BYOL e mr—

ZWS Edition

t Detai ubscribe

Subscribe to this software

You're subscribed to this software. Please see the terms and pricing details below or click the button above to
configure your software.

Terms and Conditions

N2W Software Offer

5. Select Configure to Configuration.

27


https://aws.amazon.com/marketplace

2W.

N2WS Backup & Recovery (CPM) Free Trial & BYOL
2WS Edition You must first configure the software.

< Product Detail rit Configure

Configure this software

Choose a fulfillment option below to select how you wish to deploy the software, then enter the information
required to configure the deployment.

Fulfillment Option

Amazon Machine Ima
Select a fulfillment option v .
Deploy a vendor-provided Amazon Machine Image

(AMI) on Amazon EC2

CloudFormation Template
Deploy a complete solution configuration using a
CloudFormation template

6. In the Fulfilment Option drop-down list, select CloudFormation Template.

N2WS Backup & Recovery (CPM) Free Trial & BYOL e ‘
WS Edition ~ Continue to Launch

< Product Deta bscribe  Configure

Configure this software

Choose a fulfillment option below to select how you wish to deploy the software, then enter the information
required to configure the deployment.

Fulfillment Option
CloudFormation Template Software Pricing
CloudFormation Template Y Deploy a complete solution configuration using a N2WS Backup & $0/hr
CloudFormation template Recovery (CPM)
Free Trial &
Cloud Protection Manager Free Trial & BYOL (CFT) v BYOL Edition
BYOL

Software Version

4.3.0 Jun 03. 2024 % Whats in This Version

N2WS Backup & Recovery (CPM) Free Trial & BYOL Edition

Learn more

7. Select the relevant Software Version and then select Continue to Launch.
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N2WS Backup & Recovery (CPM) Free Trial & BYOL
ZWS Edition

< Product Detail Subscribe Configure  Launch

Launch this software

Review your configuration and choose how you wish to launch the software.

Configuration Details

Fulfillment Option Cloud Protection Manager Free Trial & BYOL (CFT)
N2WS Backup & Recovery (CPM) Free Trial & BYOL Edition

Software Version 430

Region US East (N. Virginia)

Usage Instructions

Choose Action

i ¢ Choose this action to launch your configuration through the AWS
Launch CloudFormation ClotkiFouniation console:

8. In the Launch this software page, select Launch CloudFormation in the Choose Action list,
and then select Launch.

CloudFormation > Stacks > Create stack

Step 1
oty template Create stack
Step 2 Prer isite - Prepare

Specify stack details

Prepare template
Step 3 Every stack ks based on a template. A template ks 2 JSON or YAML file that contains configuration information about the AWS resources you wank to indude in the stack
Configure stack options
O Template is ready Use a sample template Create template in Designer

Swep 4
Review

Specify template

A template i 3 JSON or YAML file that describes your stack's resources and properties.

Template source
Selecting 3 template generates n Amazon 53 URL where it will be storcd,

© Amazon 53 URL Upload a template file
Amazon 53 URL
hittps://s3. p-fulfi - ol prod/14807H7-6eb0-4030-9b61-8782f8e8e834.384bfe20-200e-418¢-37aa-63d707b"

Amazon 53 template URL

S3URL: https:/fs3. f: P il f- prod/14807H7-6eb0-4030-9b6 1-8782f8eBeB34.384ble20-2 View in
Dee-418¢-3723-63d707b 17306 template Designer

.

The Create stack/Select Template page opens.
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Specify template
Prerequisite - Prepare template
Prepare template

© Template is ready Use a sample template Create template in Designer

Specify template
Template source

© Amazon 53 URL Upload a template file

Amazon 53 URL

https:/ /<3 amazenaws.com/awsmp-fulfillment-cf-templates-prod/ 14807 ff7-6eb0-4030-9b61-87828e 80834 384bfe20-20ee-418¢-3722-63d707b

S3URL: https://s3.amazonaws.com/fawsmp-fulfillment-cf-templates-prod/14807f7-6eb0-4030-9b61-8782f8e8834.384bfe20-2 View in
Oee-418¢-373a-63d707b1 7a06.template Designer

9. Under Prepare template, select Template is ready.
10. Under Template source, choose Amazon S3 URL. Select the default Amazon S3 URL, and
then select Next. The Specify stack details page opens.

Clou Stacks Create stack

Specify stack details

Specify template

Stop 2 Stack name
Specify stack details
Stack name

pm-30

Parameters

Instance Configuration

Instance Type
3. medium v

Networking and Security Configuration

Key Pair

my-key-pair v
VPC

wpe-1a4e8062 (172.31.00/16) ' v
Subnet

subnet-ac09d0e? (172.31.16.0/20) v

Inbound Access CIDR

0.0.00/0

cncel [ rroviows | [IEESEN

11. Complete the Stack Details and Parameters. For Inbound Access CIDR, security groups act
as a firewall for associated instances, controlling both inbound and outbound traffic at the
instance level. Configuring Inbound Access CIDR allows you to add rules to a security group
that enable you to connect to your Linux instance from your IP address using SSH:

e Ifyour IPv4 addressis 203.0.113.25, specify 203.0.113.25/32 to list this single IPv4
address in CIDR notation. If your company allocates addresses within a range, specify
the entire range, suchas 203.0.113.0/24.

30



2WS

If you specify 0.0.0.0/0, it will enable all IPv4 addresses to access your instance using
SSH.

For further details, refer to “Adding a Rule for Inbound SSH Traffic to a Linux Instance”

at https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/authorizing-access-to-an-

instance.html
12. Select Next. The Options page opens.

CloudFormation Stacks Create stack

Configure stack options

tep 2 Tags

Specify stack details You can specify lags Learn more [4

Configure stack options Name CPM-3.0 Remove
Add tag

Permissions

tals. Learn more [

IAM role - optional

13. Complete the stack options and select Next. The Review page opens.

mErTe 3 cpm-30 Detets Update Stack actioms w | [ Cresesack v
Q Seack Bees | W Sutputs Paramaters Templ gt ok

' B D (]
apm3 ° Q @
@ Timestamg Logical ID Status Statis reason
2

@ The following resource(s) require capabilities: [AWS::IAM::Role]

This template contains Identity and Access Management (IAM) resources that might provide entities access to make changes to your AWS account.
Check that you want to create each of these resources and that they have the minimum required permissions. Learn more

1 acknowledge that AWS CloudFormation might create IAM resources.

Cancel ‘ Previous || Create change set ‘

14. Select the | acknowledge that AWS CloudFormation might create IAM resources check

box, and then select Create stack. The CloudFormation Stacks page opens.
15. Select the new stack. The Instances page opens.
16. Select the instance. Copy the Instance ID value shown in the Description tab, and then
select Launch Instance. The N2WS Server Configuration page opens.
17. Now, you can continue from section 33.
This concludes the Quick Start Guide. See N2WS Backup & Recovery User Guide for more
details.
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7 Using Azure with N2WS

Following are the steps for setup, backup, and recovery of Azure VMs, SQL Servers, and Disks:

1.
2.

ounkw

Before starting, configure N2WS Backup and Recovery according to Configuring N2WS.
After the final configuration screen, prepare your Azure Subscription by adding the required
permissions and custom IAM role in AWS. See section 7.1.

In N2WS, add an Azure account with the custom N2WS role. See section 7.2.

Create an Azure policy in N2WS with Azure backup targets. See section 7.3.

Back up the policy. See section 7.4.

Recover from a backup. See section 7.5.

7.1 Setting Up Your Azure Subscription

N2WS Backup and Recovery needs the following permissions to perform backup and recovery
actions.

Download the JSON file at https://support.n2ws.com/portal/en/kb/articles/recommended-
instance-sizes-for-cpm-server-instances, and add your Subscription ID value to the
“subscriptions” attribute.

In the Azure Portal, go to your subscription and select a subscription that you want to use

with N2WS Backup & Recovery. Subscriptions
Select Access control (IAM), select +Add, and then select Add custom role.

Q,O\ i = L | Access control (IAM)
255
= A
R Access control (1AM Add custom role
¢ n View iy level of sccess 1O This rescuece Grant access to this resource
Q Secums Check access
Review the le of acoess a user, gro SENVICE PrINCipS
Gont b Add role mssignments
View access to thl'; resource
[ 4 ]

o A0

4. Complete the form as follows using N2WSBackupRecoveryRole as the Custom role name,

and then select the JSON file saved in step 1.
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Create a custom role
7 Got feedback?

[ ]
Basics Permissions Assignable scopes JSON Review + create

To create a custom role for Azure resources, fill out some basic information. Learn more of

" Custom role name () N2WSBackupRecoveryRole -~ J

Role for N2WS Backup & Recovery
Description

Baseline permissions () O Clone a role O Start from scratch 'f'!:' Start from JSON

5. Create the role with the new JSON file.

7.2 Adding an Azure Account to N2WS

1. Logon to N2WS using the root username and password used during the N2WS
configuration.

2. Select the Accounts tab.

3. Ifyou have a license for Azure cloud, select Azure account in the + New menu.

+ Mew W

AWS account

Arure account |

4. Complete the New Azure Account screen using the App Registration view information in the
Azure portal as needed.
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New Azure Account

5can Resgurces

[ conce |
e Name - Copy from your App Registration name.
e Inthe User list, select your username. Or, select + New to add a new user. See section
18 in the N2WS Backup & Recovery User Guide.
e Directory (tenant) ID — Copy from your App Registration.
e Application (client) ID — Copy from your App Registration.
e Client Secret — Copy from your App registration Certificates & Secrets in the App
Registration view, or set a new secret.
5. Select Save. The new account appears in the Accounts list as an Azure Cloud account.

Accounts
Cloud: \g Search Accounts Q 20 records/page v
+ New WV Z Refresh

Name - Cloud Account Type Authentication Policie

azure-account Azure Backup 4e7e937e-1e69-4324-3435-376dab%ec1dd  pZ-azu

0 of 2 items selected
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7.3 Creating an Azure Policy

To back up resources in Azure, create an N2WS policy.
1. In N2WS, select the Policies tab.
2. Inthe + New list, select Azure policy.
3. Inthe New Azure Policy screen, complete the fields:
e Name — Enter a name for the policy.
e User — Select from the list.
e Account —Select from the list. Or, select + New to add an account. See section 7.2.
e Enabled — Clear to disable the policy.
e Subscription — Select from the list.
e Schedules — Optionally, select one or more schedules from the list, or select + New to
add a schedule. See section 4.3.
e Auto Target Removal — Select Yes to automatically remove a non-existing target from
the policy.
4. Select the Backup Targets tab.
5. Inthe Add Backup Targets menu, select the targets to back up, Disks and/or Virtual
Machines. The Add Virtual Machines / Disks screen opens.
6. When selecting Virtual Machines, it is required to filter by the Location of the target
resources using the list in the upper left corner before selecting the individual targets.
Filtering by Resource Group is optional.

Add Virtual Machines x

Location: Resource Group:
‘ (Europe) North Europe v ‘ All Resource Groups v Search resources Q
= Refres
Name - Resource Group Location VM Size 0S Type
linux-ubuntu-europe first-rg northeurcpe Standard_B1ls Linux

0 of 1 items selected

7. When finished selecting targets, select Add selected. The Backup Targets tab lists the
selected targets.
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p2-azure
Last updated: Apr 5, 2021 10:5% PM  Last recovery: Never
Policy Details Backup Targets
= Add Backup Targets
Virtual Machines
h resources Q
Name - Resource Group Location VM Size 05 Type
linux-ubuntu-europe first-rg northeurope Standard_B1ls Linux
»
0of 1 items selected
Disks
urce: Q

Name - Status Location Resource Group Size Di:

linux-ubuntu-europe_disk1...  Reserved northeurope first-rg 30 GiB St

»

0 of 1 items selected

Cancel

8. To determine which disks for each Virtual Machines target to back up, select¢ Configure.
In the Which Disks list of the Policy Virtual Machine and Disk Configuration screen, select
the disks to include or exclude in the backup.

9. When finished, in the Backup Targets tab, select Save.

7.4 Backing Up an Azure Policy

If the policy has a schedule, the policy will back up automatically according to the schedule. To
run a policy as soon as possible, in the Policies view, select the policy and select ® Run ASAP.
To view the policy progress and backups, select Backup Monitor.

e The backup progress is shown in the Status column.

e Use the Cloud buttons to display the Azure policies.
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Backup Monitor

Cloud: \K search backups Q, | By Virtual Machine v All Policies v All Accounts v
All Backup Statuses W Show: @ 20 records/page v

Time - Finish Time Policy / Frozen Item Account Status

3 2021 4:07 PM p2-azure azure-account D n Progress

4 3

0 of 1 items selected

7.5 Recovering from an Azure Backup

Note: Only one VM is recoverable during a recovery operation.

After creating a backup, you can recover it from the Backup Monitor.
In the VM recovery Basic Options, there are Azure options for replicating data to additional
locations in order to protect against potential data loss and data unavailability:

e Availability Zone — A redundant data center (different building, different servers,
different power, etc.), within a geographical area that is managed by Azure.

e Availability Set — A redundant data center (different building, different servers, different
power, etc.) that can be launched and fully configured by the customer and managed by
the customer.

¢ No Redundancy Infrastructure Required — By selecting this option, the customer can
choose not to replicate its data to an additional (redundant) location in another zone or
set. By choosing this option, the customer would save some money, but in rare cases
(usually 11 9s of durability and 99.9% of availability), the customer can experience some
degree of data loss and availability.

In the Disk Recovery screen, you may be presented with an option to change the encryption
when recovering certain disks.

Note: To add an additional layer of encryption during the recovery process, see
https://docs.microsoft.com/en-us/azure/virtual-machines/disks-enable-customer-
managed-keys-portal.

Disk encryption settings can be changed only when the disk is unattached or the
owner VM is deallocated.
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7.5.1 Recovering a VM and Disks

To recover a VM and/or attached disks:

Backup Monitor

Cloud: \Q Search backups Q | By Virtual Machine v All Policies ~
All Backup Statuses v Show: 20 recerds/page v

&y Recover [El Log & View Snapshots % Move to Freezer
Start Time - Finish Time Policy / Frozen Item
Apr 6, 2021 7:51 PM Apr 6, 2021 7:52 PM p3-zure-disk
Apr B, 2021 7:05 PM Apr 6, 2021 7:05 PM p2-azure
Apr 6, 2021 6:54 PM Apr 6, 2021 6:34 PM p2-azure
v Apr6, 2021 407 PM Apr 6, 2021 4:07 PM p2-azure

1 of 4 items selected

Account

azure-account

azure-account

azure-account

azure-account

1. Inthe Backup Monitor, select the backup and then select’*" Recover.

Recover
Search by Resource
Reso Q
Virtual Machines
&3 Recover 0y Recover Disks On
Name Resource Group Location
(@) linux-ubuntu-europe first-rg (Europe) North Europe

Size

Standard_B1ls

< Refresh

Status

@ succe
@ Succe
@ succe
@ Ssucce

2. Torecover a VM, with or without its attached disks, select the VM snapshot that you want

to recover from and then select ©** Recover.

a. Inthe Virtual Machines tab of the Recover screen, select 1 VM and then select &

Recover. The Basic Options tab opens.
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Virtual Machine Recovery x
Basic Options Disks
Name
linux-ubuntu-europe
Resource Group Size
FIRST-RG v Standard_B1ls v
Availability

Availability Type

Mo Infrastructure Redundancy Requir, %

No Infrastructure Redundancy Required

Availability Zone

Availability set

Virtual Network Subnet

FIRST-RG-vnet ~ default v

~| Preserve Tags -

Recover Virtual Machine

b. Inthe Availability Type list, select one of the following:

e No Infrastructure Redundancy Required — Select to not replicate data at a
redundant location in another zone or set.

e Auvailability Zone — Select a zone in the Availability Zone list.
e Availability Set — Select a set in the Availability Set list.

c. Inthe Private IP Address box, assign an available IP address or switch the Custom toggle
key to Auto assigned.

d. Inthe Disks tab, enter a new Name for each disk. Similar names will cause the recovery
to fail.

e. Select Recover Virtual Machine.

3. Torecover only Disks attached to the VM, select Recover Disks Only. a. In the Disks tab,
enter a new Name for each disk. Similar names will cause the recovery to fail. b. See Note in
section 7.5 about changing the Encryption Set for certain disks. c. Change other settings as
needed. d. Select Recover Disk.

4. Toview the recovery progress, select Recovery Monitor. Use the Cloud buttons to display

LY

the Azure ( ) recoveries.

7.5.2 Recovering Independent Disks
To recover from backups with independent disks:

1. Select the backup and then select & Recover as in step 1 of the VM recovery.

Recover

Independent Disks

v|  Original Disk Name Original Disk ID Location Name Resource Group Size Encryption Set Preserve Tags

v run_disk]_db1b260c26064a20...  /subscriptions/cd. (Europe) North Eu run_diski_db1b2. FIRST-RG v E Dor't Change Encrypt v
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2. Inthe Independent Disks tab:
a. Enter a new Name for each disk to recover as similar names will cause failure.

b. See Notein section 7 about changing the Encryption Set for certain disks.
c. Change other settings as needed.

Disk Recovery from Virtual Machine linux-ubuntu-europe

Disks

o Original Disk Name Original Disk ID Name Resource Group Size Encryption Set Preserve Tags

Don't Change Encrypt v v

<>

v linux-ubuntu-europe_... Jsubscriptions/cd... linux-ubuntu-eur... FIRST-RG v 30

d. Select Recover Disk.
3. Toview the recovery progress, select Recovery Monitor. Use the Cloud buttons to display

VLY

the Azure ( ) recoveries.
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Appendix A - AWS Authentication

For N2WS to perform its backup and restore management functions, it needs to have the
correct permissions assigned.
N2WS supports two different types of AWS authentication during setup:

e AccessKey / SecretKey

e Role based authentication (recommended)
The permissions necessary have been combined into a JSON file for convenience and can be
downloaded from the N2WS Knowledge Base:
https://support.n2ws.com/portal/kb/articles/what-are-the-required-minimal-aws-permissions-
roles-for-cpm-operation
1. Atthe top of your AWS console, select the Services tab. In the Security Identity &

Compliance section, select IAM.

Resource Groups ~

History ‘

Console Home

CloudFormation Compute T Robofic | Analyfics | Busine
{G} Compute &3, Robotics E alytics g Busine
VPG EC2 AWS Robolzker Alexa fo
Light=ail & Amazon Chime &
ECR WorkMai
£cs seo Blockchain
EKS Amazon Managed Elockehain
Lambda

Satellite

Ground Station

<%»  Internet OFf Things
Glp Internet Of Things
10T Core

Amazon FreeRTOS

agemant Senis 19T Things Gragh
M

Directory Service

Services ~ Resource Groups

q Welcome to |dentity and Access Management

&M users sign-in Fnk

Dashboard

_ https: .aws.amazon.comlconsole

3

Users |AM Resources
Users: Roles
Groups: dentity Providers: ~

Identity providers Customer Managed Policies

Account setiings Security Status

Credenti poirt

EeEmiEIrE Delete your root access keys

Activate MFA on your root account
Encryption keys

Create individual LAM users

0

Use groups fo assign permissions

A Apply an LAM password policy

3. Select the Create policy button.
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Services -~ Resource Groups -~ *

S . ) Create policy Policy actions =

Dashboard Filter policies - Q, Search
Groups .
Policy name - Type
lUsers
Ral k Adrmrinistratorfccess Job function
oles
I Palicies ] AlexsForBusinessDeviceSetup AVVS manag
Identity providers ] AlexzForBusinessFullAcoess AWWE manag
Account settings ] AlexaForBusinessGatewayExscution AWE manag
Credential regort ] AlexaForBusinessResdOnlyfccess AWS manag
[ AmazonAPIGatewsyAdministrator AWE manag

4, Select the JSON tab.

.
reate policy
T

A policy defines the AWS permissions that you can assign to 3 user, group, of role. You can create and edit a policy in the visuz

Visual editor JSON

Ezpand all | Collapse all

= Szlect a senvice

»r Service Choose s ssrvice

5. Delete the default contents and copy and paste the contents of the JSON file downloaded
from our Knowledge Base (see above).

A policy defines the AVWS permissions that you can assign to a user, group, of role. You can create and edit a policy in the

This policy validation failed and might have emors converting te JSOM : The policy must have at least cne statement.
AM Policies

Visual editor JSON

"Wersion": "2@12-18-17",

"Statement": []

6. Atthe bottom of the screen, select Review Policy.
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3

Cancel Review policy

7. Type a Name for the policy and select Create policy.

eview policy

Name®|
Use alphanumeric and "= (@~ characters. Maximum 123 charactare
Description
¥y
Maximum 1300 characters. Use alphanumeric and +=, &-_' characiars.

Summary ‘

Service = Access level Resource Request condition ‘
Allow (1 of 169 services) Show remaining 163

Cloud Directory Full: List. Read All resources MNone

* Required Cancel Previous Create policy

8. Createarole, and then assign the policy you just created to that role. In the left menu,
select Roles and then select Create role.

5?""*"% Services - Resource Groups - +

Search lAM 1
Roles

Dashboard

What are 1AM roles?
Groups

1AM roles are a securs way to grant permissions to entities that you trust. Examples of entities include the following:
LIsers

m = |AM user in another account

= Application code running on an EC2Z mstance that needs to perform actions on AWS resources
Falcies = An AWS service that needs to act on resources in your 3ccount to provide its features
Identity providers = Users from a corporate directory who use identity federation with SAML

Account settings . . . .
= 1AM roles izsus keys that ars valid for shont durations, making them a more secure way to grant acocsss.

Credential report
Additional resources:

= |AM Roles FAQ
Encryption keys = |AM Roles Decumentation
= Tutorial: Setting Up Cross Account Azcess

= Commaon Scenarios for Roles

9. In the list of type of trusted entity, select AWS service and then select EC2.
10. Select Next: Permissions.
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[
s

P

Create role o

Select type of trusted entity

Anot

."‘i RWS service her AWS account @ Web id'!"':_i'_'."_ . SAML 2.0 federation

Allows AWS services to perform actions on your behalf. Learn maore

Choose the service that will use this role

EC2
Allows EC2 instances to call AWS services on your behalf

Lambda
Allows Lambda functions to call AWS services on your behalf.

CodeBuild EKS Lambda SM35
AWE Backup CodeDeploy EMR Lex SNS
AWS Support Config ElzstiCache Licenss Manager SWF
Amplify Connect Elastic Beanstalk Machine Leamning SageMaker
AppSync DMS Elastic Container Service Maciz Security Hub
Application Auto Scaling Data Lifecycle Manager Elastic Transcoder MedizConvert Senvice Catalog
Application Discovery Data Pipeline ElasticLcadBalancing Op=sWaorks Step Functions
Service = ~ _
DataSync Glue RAM Storage Gateway
Auto Sealing - _ _ X
esplens Greengrass RDS ransfer
Batch ~ _ .
GuardDuty rusted Advisor
CloudFormation
nspector VPC
CloudHEM . .
oT 53 WorkLink
CloudTra o
Kinesiz

CloudWatch Events

* Required Cancel I

11. In the AWS services list, select EC2 again and select Next: Permissions.
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Allows EC2 instances to call AWS services on your behalf.

Lambda
Allows Lambda functions to call AWS services on your behalf.

AP| Gateway CodeBuild EKZ Lambda SMS
AWS Backup CodeDeploy EMR Lex SNS
AWS Support Config ElastiCachs License Manager SWF

Connect Elastic Beanstalk Machine Learning SageMaker

DMS Elastic Container Service Maciz Security Hub
Apgplication Aute Scaling Diats Lifecycle Manager Elastic Transcodsr MediaConvert Service Catalog
Application Discovery Diats Pipeline ElasticloadBalancing Ops\Works Step Functions
Service

DataSync Glu= RAM Storage Gatewsy
Auto Scaling

Deeplens Gresngrass ROS Transfer
Batch . . . .

Directory Service GuardDuty Redshift Trusted Adwizor
CloudFormation . _

CrynamoDE Inspector Rekognition WPC
CloudHSM _ i

EC2 lo 53 WaorlkdLink
CloudTrail _

EC2 - Flaat Kinezis

CloudWsteh Events

Select your use case

EC2
Allgws EC2 instances to call AWS services on your behalf.

EC2 - Scheduled Instances
Allows ECZ Schaduled Instances to manage instances on your behslf

ECZ - Spot Flest
Allows EC2Z Spot Fleet to launch and manage spot fleet instances on your behalf.

ECZ - 5pot Fleet Auto Scaling
Allows Aute Sealing to aceess and update EC2 spot fleets on your behalf.

EC2 - Spot Fleet Tagging
Allows EC2 to lsunch spot instances and attach tags to the lsunched instances on yo

ECZ - Spot Instances
Allows EC2 Spot Instances ta launch and manage spot instances on your behalf.

ECZ Role for Simple Systems Manager
Allows EC2 instances to call AWS services like CloudWatch and 55M on your behalf

EC2 Spot Fleet Role
Allows EC2 Spot Fleat to reque

tand terminate Spot Instances on your behalf.

* Required Cancel

12. Search for the previously created policy, select its checkbox, and select Next: Review.
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ate role ; o

« Attach permissions policies

[
.

o

o
o

Chooss one or more poficies to attach to YOUr NEW nHe.

Create policy [+

I Showing 1 result

Filter policies - IQ..E.:_

Palicy name - Used as Description

» CD_RO one

» Set permissions boundary

* Required Cancel Pravious Next Tags ‘

13. Add optional tags for the role and select Next: Review.
14. Name the Role and select Create Role.

™ e [ ——
.reaie role 1 3 3 °
Review
Frovide the required information below and review this role before you create it.
Role name*
Uge alphanumsric and += % characiers. Maxkmum §4 characiers.
Role description | Allows EC2 instances to call AWS services on your behalf
r
Maximum 1000 characiers. Lise Siphanumearic and “+=, 4&-_ characisre.

Trusted entities AWS service: ecl amazonaws.com

Policies CO_RO[#

Permissions boundary  Permissions boundary is not set

Mo tzgs were added.

* Required Cancel Previous

15. Assign the resulting role to the N2WS trial instance:
e. Select the N2WS instance name.

f. Inthe Actions menu, select Instance Settings and then Attach/Replace IAM Role.
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Services Resource Grou

ECZ Dashbaoard Launch Instance Connect
- 4

Events
Connect
Tags C Fitter by tags and attributes or se
Reports Cy |
= B Name = Imstance ID Create Tempiate From Instance lity Zone ~ | Instance State - Status
Limits Launch More Like This
NZWS Z.5.0 Trizl W-Ja3=213550=3a N 1d @ running & In

R 5 3 AddfEt Tags

oy Altach to Auto So:

1AGES Metworking !

Cloudiatch Monitoring
Change Termination Protection
View'Change User Data
Change Shutdown Behawvior

Change T2T3 Unfimited
AL EALANCING Get System Log
Get Instance Screenshot

Instance: |i-0a3e1866328a81d23 (N2WS 2.5.0 Trial} Public DN §: ec2-3-95-28-1_compute-1 amazonaws.com

Descripticn Status Checks Monitoring Tags Usage Instructions

nstance |0 Hlalel12660=0301d22
nstance statz  running i
Instance type  t2.micro
Elastic IPs !
Ayailabiity zone  us-gast-1d
Security groups  N2WS5 Backup - Recovery -CPM- Free Trial - BYOL Edition-2-4-0-AutogenBy AWSME
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Appendix B - Adding Exception for Default Browser

For Chrome

When you first navigate to your N2WS instance, you'll see a screen like this. It's nothing to
worry about. We are SSL secured but because it is a self-signed certificate, you may want to add
an exception to your browser following these steps.

A

Your connection is not private

Attackers might be trying to steal your information from
54.162.251.161 (for example, passwords, messages, or credit cards).

Learn more

NET:ERR_CERT_AUTHORITY_INVALID

me system information and page

e Safe Browsing by sending so

¥l Help improy

content to Google. Privacy_policy

Advanced Back to safety

#
*

1. Openthe Chrome browser. In the top right, select More :.
2. Select Settings, Advanced, and then in the System section, select Open proxy settings.

System
Caontinue running background apps when Google Chrome is closed

Use hardware acceleration when available

&

Open proxy settings

3. Choose the Security tab and then select Trusted Sites.
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X

€ Internet Properties

Generall Security |Privacy Content Connections Programs Advanced

Select a zone to view or changg

@ ¢

Local intranet

Internet

Sites
q This zone is for Internet websites, i
except those listed in trusted and
restricted zones.

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
- Prompts before downloading potentially unsafe
content
- Unsigned ActiveX controls will not be downloaded
Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

Reset all zones to default level

4. Select the Sites button.
5. Type the N2WS server’s IP address in the Add this website to the zone box and then select
Add, Close. and OK.
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@ Interne ?
@ Trusted sites X
4 You can add and remove websites from this zone. All websites in
%/  this zone will use the zone's security settings.
Add this website to the zone:
| https://54.162.251... Add
Websites:

Remove

[CJRequire server verification (https:) for all sites in this zone

Close

[C]Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

Reset all zones to default level

oK Cancel Apply

You should not get the warning on the certificate again.

For Firefox

The example is from Firefox Quantum.

1. Select Advanced (1)

2. Select Add Exception for this server (2).

& msacuse Conmacticn -

€ ee 5 c2-54-147-118-T7 comgute-1 amazonams com -t yNO@OO =
& Motvatd ERos G Goeg

z Your connection is not secure
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