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1 Introduction

1.1 Launching the instance

You can quickly start using the N2WS Backup & Recovery (CPM) enterprise-class backup
solution to fully protect your AWS cloud deployment.

To launch N2WS as part of a 30-day free trial or as a BYOL edition:

1. Go to https://aws.amazon.com/marketplace/

2. Search for ‘n2ws’.
3. Select N2WS Backup & Recovery (CPM) Free Trial & BYOL Edition.
4. Click Continue to Subscribe.

5. Inthe AWS logon page, enter your AWS account information, and click Continue to
Configuration.

6. Under Configure this software, select the relevant version in the Software Version list.
7. Click Continue to Launch.

8. Inthe Choose Action list, select Launch through EC2.

1.2 CloudFormation

CloudFormation (CF) is an AWS service that allows you to treat a collection of AWS resources
as one logical unit. CloudFormation provides a common language for you to describe and
provision all the infrastructure resources in your cloud environment, across all regions and
accounts in an automated and secure manner.

The IAM role will automatically contain the required permissions for N2WS operations.

See section 5 How to Configure N2WS with CloudFormation.

1.3 N2WS Server Instance Connectivity

In order for the configuration process to work, as well as N2WS’s normal operations, N2WS
needs to be able to “talk” with AWS APIs. Thus, it needs to have outbound connectivity to
the Internet. Verify that the N2WS instance has Internet connectivity; this can be achieved
by placing the instance in a public subnet with a public IP address, by assigning an Elastic IP
to the instance, using a NAT instance or by using an Internet Gateway. You also need to
make sure DNS is configured properly and that HTTPS protocol is open for outbound traffic
in the VPC security group settings. It is by default.
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2 N2WS Server Instance Configuration

N2WS has a browser-based management console. N2WS supports Mozilla Firefox, Google
Chrome, Safari and IE (Version 9+).

Note: For N2WS to work, Java Script needs to be enabled on your browser.

After launching the N2WS AWS instance, use AWS Management Console or any other
management tool to obtain the address of the new instance:

Description  Stals Checks | Moniloiing | Tags

TI-TT compube-1 amazonsws com I:

ca () -0630

nstance stae  fAning

Figure 2-1

Note: Use the address provided to you by N2WS to connect to the N2WS Server using
the HTTPS protocol in your browser (https://<server address>).

When a new N2WS Server boots for the first time, it will automatically create a self-signed
SSL certificate. After initial configuration, it is possible to upload a different certificate. Since
the certificate is unique to this server, it is perfectly safe to use. However, since the
certificate is self-signed, you will need to approve it as an exception for the browser:

= c@

O Weues Byt G Gaage

% Your connection is not secure

Figure 2-2

The example in Figure 2-2 is from Firefox Quantum. After you click Advanced (1) and add an
exception for this server (2), you get the first screen of the N2WS configuration application.

2.1 N2WS Server Configuration

At the first screen you will be asked to type or paste the instance ID of this new N2WS
instance. This step is required in order to verify that you are indeed the owner of this
instance:
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W Wil N2WS Backup & Recovery (CPM)
NFAVEY Server Configuration v2.5.0

To proceed, please type the instance ID of this instance

Figure 2-3

On the next screen the 5-step N2WS configuration procedure begins.

Step 1: Approve the N2WS license agreement

Review the user license terms, select the check box and click next.

WVl N2WS Backup & Recovery (CPM)
\FAURY Server Configuration v2.5.0

11w Slep2z» Slep3 sz Slepd»s Slep5 s

License Terms and Agreement

|_| I read the license terms and | accept them

Figure 2-4
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Step 2: Configure the N2WS “root” account password and user information

W W N2WS Backup & Recovery (CPM)
NPAURY Server Configuration v2.5.0

v» Step3ss Stepdss Step5Ss»

License: I'm starting 3 free trial v

User name:
Emall (optional):
Password:

Password (Again): 4

Figure 2-5

To start a free trial, leave the License list with the default. If you purchased a license directly
from N2W Software, choose one of the License options, according to the instructions you
received.

Note: If anyone in your organization already installed a N2WS Free Trial in the past on
the same AWS account, you may receive an error message when connecting to
N2WS. Contact support@n2ws.com to resolve.

Note: If you are using one of the N2WS paid products on AWS Marketplace, you will
not see the License field.

Additionally, you will need to enter a user name, an optional valid email address, and enter a
password and verify it. If this is an upgrade, the username must remain as it was prior to the
upgrade, but the password can be modified.

Note: Passwords: N2WS does not enforce password rules. However, it is
recommended to use passwords that are difficult to guess and to change them
regularly.

When you have completed entering the details for Step 2, click next.


mailto:support@n2ws.com
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Step 3: Time zone, new volume, and web proxy settings

WYYV N2WS Backup & Recovery (CPM)
AWFAVEY Server Configuration v2.5.0

Step1a» Step2a» Step3d Sltep4s» Step5as»

Choose Time: | Greenwich (GMT) -
Chousea now oraxisting; | Create New Data Volume v |
Connect via web proxy: [ Disabled = |

Figure 2-6
1. Select your time zone.
2. Choose whether to create a new data volume or use an existing one.

3. Click next.

Step 4: Data volume, Web Server settings, and anonymous usage reports

W\ N2WS Backup & Recovery (CPM)
\PAVEY Server Configuration v2.5.0

Step1s» Step2»» Step3»» Step4s» SlepS5a»»

Capacity (GiB): l 5 - |

Listen Port for the Web ‘ 443 |
Server:

SSL Server Certificate - )
File (leave empty to use ‘ Choose File ‘ No file chosen '
the default): '

rver Private K T
ﬁ:avaeem;w to :tsee tﬁ: Choose File | No file chosen ’
default):

* Allow Anonymous
Usage Reports: ‘ Allow

= ’

* Allow CPM to send anonymous usage reports from time to time. These reports will inciude no object names or ids, no
AWS credentials and no user identification. This data will be used by N2W Software for the sole purpose of improving the
product. This setting can be changed at any time by clicking the link "disable anonymous usage reports” at the bottom of
CPM'’s main screen.

Figure 2-7
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If you chose to create a new volume in the previous step, you will see the Capacity box, or if
you chose to use an existing volume, you will see a drop-down volume selection box.

Complete the Web Server settings. The default port 443 is used by the N2WS manager.

Allowing anonymous usage reports will enable N2WS to improve the product. The usage
reports are sent to N2WS with no identifying details in order to maintain customer
anonymity.

Click next when finished.

Step 5: Register the account with N2W Software

W=t Wl N2WS Backup & Recovery (CPM)
DFALES Server Configuration v2.5.0

Stepiss Slep2s» Step3ss Stepdss

Please register this account

Full Name:

[
Email: ‘f
Company: l

Country: Please choose your country -

Zip Code: [ “!

Ref Code (optional): ‘

| don't want to register now, maybe later

Back Configure System

Figure 2-8

Registration is mandatory for free trials and optional for paid products. N2W Software
recommends that all customers register, as it will enable us to provide faster support. N2W
Software guarantees not to share your contact information with anyone.

If you have a Reference Code, enter it in the Ref Code box.

WARNING: Use English characters only in registration. Non-English characters (e.g. German,
French) will cause the operation to fail.

C

Please wait while Cloud Protection Manager is being configured!

Click Configure System when finished.

The registration operation takes approximately 30 seconds after which the success screen
appears:
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W=ro\WVill N2WS Backup & Recovery (CPM)
WZALEY Server Configuration v2.5.0
CPM was configured successfully
Click here to start using CPM

If the screen does not automatically refresh, please open the browser again on the
main page

Figure 2-9

When you see the screen in

Wer=v Wl N2WS Backup & Recovery (CPM)
WZALEY Server Configuration v2.5.0
CPM was configured successfully
Click here to start using CPM

If the screen does not automatically refresh, please open the browser again on the
main page

Figure 2-9, you know that the system was configured successfully. You can then click the link
to start using the system. It will take a few seconds for the application to start. If, for any
reason, you are not directed automatically to the application logon screen, reboot the
instance from the management console:

W == MN2WS Backup & Recovery (CPM)
MN2WS
Uiser: |
Passwo: |

LECEErve AQIETHAL

Figure 2-10
You are now ready to log on with the credentials you created in the first screen and begin
using N2WS.
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Note: Logging on for the first time with a trial edition can take up to 5 minutes as
N2WS must connect and get approved by our licensing service.

\ECAM N2WS Backup & Recovery (CPM) ;i';‘;;;w
N2WS Wi P WS sk Q) Resoies kel BN

(=] + b Usess £ Generi Settings | Reports [preview)

Backup Monfor

| Fiter by Account (Al = || Filter by Policy (AI} = || Fitor by Stalus (Al -| 0recordsipags - |

| Search for Resource |

Figure 2-11

The “Please wait ...” message should go away in a few minutes. Allow 4-5 minutes and then
refresh the screen.

10
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3 Creating a Simple Backup Policy
3.1 Adding an AWS Account

After logging on to the system for the first time, you will see the main screen:

\VEeeAM N2WS Backup & Recovery (CPM) T"r';‘;;‘”
N2WS A vione PAcounts B ies (Y Contol [ bons B Uscrs £ Genernl Seffings  Reports preview)

Backup Monftor

| Fitor by Account (A~ || Fiter by Potcy iy ~ || Ferby stats o ~ | 20recoroswags - | (2P

Search for Resource |

StartTime  «  Finish Time Policy  Account  Status DR Status §3 Copy Status Snapshots Log  Actions

Figure 3-1

It is currently empty. The first thing you will need to do is to associate an AWS account so
you can start backing up EC2 instances. Depending on the edition of N2WS you registered to,
you can associate one or more AWS accounts. Click the Accounts button in the top panel
and then click Add New Account.

oot | logoul

veesM N2WS Backup & Recovery (CPM) i e i
N2WS # Home S3Repositorics (1) Resource Control  [S]Notfications B Users £ Goncral Settings  Fiports (previcw)

2 Accounts for user root

3 Add New Account

Namg  ~  AccountType  Aulhenticaton Account Policies

Bonl TPM BEL Backug CPM Inctance 1AM Role  Rodl CPM P
Figure 3-2
Add New Account X
User: | demo M |
Name: [ |
Account Type: | Backup - |
Authentication: | CPM Instance 1AM Role |
Scan Resources: | Disabled - |
Capture VPCs: | Enabled - |
Figure 3-3

In the Add New Account screen (Figure 3-3):

1. Inthe Name box, type the name you would like to associate to your primary AWS
account.

11



VESAM

NO DOWNTIME NC WORRIES info@n2ws.com

N2WS

2. Inthe Account Type list, select Backup. DR accounts relate to cross-account backup and
recovery and are out of the scope of this guide. See the N2WS Backup and Recovery
(CPM) User Guide.

3. Inthe Authentication list, select your desired type of authentication. You can either
choose to use your AWS access key and secret key or N2WS Instance IAM Role, which is
recommended. These credentials are saved in the N2WS database. However, the secret
key is kept in an encrypted form. There is no way these credentials will ever appear in
clear text format anywhere. See “Security Concerns and Best Practices” in the N2WS
Backup & Recovery (CPM) User Guide.

4. Inthe Scan Resources, select Enabled to turn on the capability for this account to scan
resources.

5. Inthe Capture VPCs list, select Disabled to turn off automatic capturing of VPCs for this
account.

3.2 Creating a simple backup schedule

Click the Home button to go back to the main screen and then click the Schedules tab.
Currently, the list of schedules is empty.

oot | log out

veeanM N2WS Backup & Recovery (CPM) S S

N2WS ' = ik ies (1) R Control [ Notificati o Uisers ¥ Genoml Settings. Reparts (preview)

£ Schaduies

€ New Schedule

Name [ Createafew Backup Schedulc fyaag Start Date Ent Date Palicies Disabled Timas in Day. Deiete
WamE . Account Type AUthERticETon AceountPolicies  NUm Frozen Bems Actions

CPi_BKL Backun CPM Inslance LAM Rola Rool CPM P 0

Figure 3-4

You will now create the first schedule. Click New Schedule and then enter a schedule name
and description:

12
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Name: [ ]

User: [admln - ]
Start Time: Mon 06/04/2013 -
End Time: never (click to modify)
Enabled on: # Monday ¥ Tuesday

“ Wednesday ¥ Thursday

¥ Friday ¥ Saturday

#| Sunday
Description:

4
cos

Figure 3-5

You can also set the start time of this schedule and the frequency. Available units are
minutes, hours, days, weeks and months. The default End Time is never. Click the End Time
link to modify.

3.3 Creating a simple backup policy

Click the Home button to go back to the main screen and then click the Policies tab.
Currently, the list of policies is empty. You will now create the first policy. Click New Policy.

13



NO DOWNTIME NC WORRIES info@n2ws.com

ool | log out

N2WS Backup & Recovery (CPM) b
‘ COE itories (1) Controt [P Notifications M Users ¥ General Setfings  Reports {preview]

Fier oy Account (Ad) - ! 20 recordsipage - i Type 1o Search
Name - Aol Ensbed NamGusions  Scwidks  BscupAgat  Cangus persions
= e
Hook CPM Bt RooLGPM_BKU  Yes 3 backn dmess Nve (RN 3

In the Policy page, enter a policy name and description:

Policy x
Name: [ ]

User: [admin - J

Account: [accounh - ]

Auto Target Removal: [No - ]

Generations to Save: [ a0 :

Status: [ Enabled -]

Schedules: E st

Description:

Figure 3-6
Other fields in this screen (Figure 3-6) include:
e Account — Each policy can be associated with one AWS account.
e Auto Target Removal — Whether to auto-remove resources that no longer exist.

e Generations to Save — Number of backups of this policy you want to keep. Older
backups will be automatically deleted.

e Status — By default a policy is enabled.
e Schedules — Select the schedule you just created.

When finished, click Apply and select the Policies tab.

14
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fool | log out
N2WS Backup & Recovery (CPM) b
H Home P COE B itories (1) Contred [P Notifications al.lnen ¥ General Setfings | Reports {preview)

d} New Policy Fier oy Account (Ad) - ] 20 record=/page i d ] Type o Search
Name = .'n:_uqn:rl Enabled. nmsmmums Schedules Backup Agent Configure Operations
ook CPM P1 Root 07 e ==
Bpot CFM P4 Root CPM_BKU Yes ; backup fimeses Mane i s g 1R m
Copy ba 53
Figure 3-7

When looking at this screen, you can see there are several things you can do with a policy.
To edit the basic policy definition, click the link of the policy’s name.

To configure the policy, you have three buttons:

Backup Targets - Defines the actual resource objects this policy will back up.

More Options - Defines Linux scripts and settings for the definition of a
successful backup and retry parameters.

DR - Defines disaster recovery options.

Click the Backup Targets button:

Backup Targets

User: demo_user Account: my_new_demao Policy: demo_policy

Instances:

Name

€ Add Instances

Instance Region AMIID Root Device Type Status Actions

Volumes: P

back to policies

€ Add Volumes

Figure 3-8

As you can see in Figure 3-8, there are numerous types of objects you can back up:

Instances - Back up EC2 instances, including their metadata, and optionally some
or all of their data volumes. This is the most common backup target.

Volumes - Back up EBS volumes independently, whether or not they are
attached to an instance, and regardless of which instance they are attached to.
This can be useful to back up volumes which are not always attached to an
instance, or volumes that move between instances, like cluster volumes.

RDS Databases - Back up RDS DB instances. This will use RDS snapshots and can
be useful for backing up RDS databases together with other types of objects, or
for anyone who wishes to backup RDS databases using N2WS, in addition to or
instead of using AWS automatic backup.
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e Aurora Clusters - Aurora is similar to RDS but handles Aurora clusters.
e Redshift Clusters - Manage Redshift Cluster snapshots.
e DynamoDB Tables - Back up DynamoDB Tables.

To add an instance, for example, to the policy:

Click Add Instances. The list of instances (see Figure 3-9) you have in the policy’s account
appears. The Choose Region list allows you to switch between different regions. You can use
the free text search, column-based sorting, or pagination if there are a lot of instances and
you are seeking a specific one.

Note: Although you can add backup objects from different regions in the same policy,
in many cases it is not a good practice to do so.

Add Instances X
Choose Region: [Us East (N. Virginia) - search: | Type to Search ]m
Add MName Instance AMI ID Root Device Type Status Policies
empty -0ff2e28ecc0:  ami-27571631  ebs 2. micro running 0
CPM-Recover-Lint  i-02614c3c1a:  ami-Obfe35a0l ebs 2. micro running
Win-Instance-Huge  i-0953f9b0940 ami-3633b145 ebs 2. micro stopped
Quick-Guide-2.3 i-0d37a308edt  ami-1b70f064 ebs 2 small running
cpm-S3-Int i-0b97a73f347  ami-02663aed  ebs 2. micro stopped
documenting-with-,  i-067d015d37! ami-1b70f054 ebs 2. micro running
win-remore-proxy-:  i-081c2c066b€ ami-833b53fc  ebs 2. micro stopped
CPM-Last-Drop i-0d69c1f0fEb:  ami-03d47e58 ebs 2. micro stopped
Add Selected
Figure 3-9

Select an instance you want to back up and click Add Selected. This will add the requested
instance to the screen in the background and remove it from the popup window, although it
does not close the popup. You can add as many instances as you want up to the limit of your
licence. Click Close when finished.

Back in the Backup Targets screen, you can see the instance on the list of instances. You
have buttons to remove it from the policy and a Configure button.

By default, all EBS volumes which are attached to this instance will be backed up. If a volume
gets detached from or attached to the instance, it will not interfere with the normal
operations of the policy. In every backup, N2WS will check which volumes are attached to
the instance and take snapshots of them. Click Home and go to the Policies tab again. In the
Schedules column of the policy, click the backup times link. You will see the planned
backups for this policy.

The backups will start automatically at the time configured previously in the schedule.

16
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If you want to initiate an immediate backup, click run ASAP in the Operations column.

rool | log out

VeesM N2WS Backup & Recovery (CPM) T
N2WS$ Wotone P Acoumis & 53 Repositories (4 Resowrce Contet - [AJNotfcnions B Users €} General Setings Reports(preien]

Backup Moritor Policies 3 ‘Recovery MONED:

0 New Policy Fiter by Atcount (Ad) - | 20 recordspage * I Ty o Searh

) oy ovm——y
—
=]

Root CFM Pt Root GFM_BKU  Yes ]

N2WS will report that the backup policy will now run. The process can be monitored in
Status column of the Backup Monitor tab.

oo | logout

VeesM N2WS Backup & Recovery (CPM) e
N2WS Atiome| 2 ) ) ) S MR R

| i Backup of policy B2 wil start in = few seconds i |

Backup Monitor

| Fiter by Accownt A} + || Fitier by Poiicy (A1) = || Py Status (249}« || 90 recorisivace - (B

for Resource |

i B2 Root_GPM_BKU o NA A m NA
- n Drogress

05 Feb. 2019 D5 Feb, 2010
11:20 PM 11221 PM

< o cusa 9 wa A [ o W o T e
Bechug Successid
o NA [y | =

05 Feb, 2019 D5 Feb, 219 =
s Root CPM P4 Root CPM_BEU 0
TT16PM  1116Py SRLECHM L Rect oM BN s

Consult the N2WS Backup & Recovery (CPM) User Guide to see how to create application
consistency for Linux and Windows servers.
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4  Performing a Basic Recovery

N2WS backs up the requested objects at the requested times. When you return to the main
console after a while, you can view the backups in the Backup Monitor tab:

roc

veeaAM N2WS Backup & Recovery (CPM) Z
N2WS A Home P = ies () control  [F]Notifications B Users  f General Setting

Backup Monitor

| Filter by Account (All) > Jl Filter by Policy (Al = j\ Filter by Status (All) ~ ] 20recordsipage !

Search for Resource |
Start Time = FinishTime  Policy Account Status DR Status 3 Copy Status  Spapshots  Log Actions
DS Feb 2015 05 Feb, 2019 5 ]
. - Root CPM P1 Rost CPM_BKU NiA NIA [ view I Ocen | Recove |
11:20PM  11:21 PM i A
DS Feb, 2015 05 Feb, 2019 g
SFeb 2019 OSTED2M9 post CP P1 Root CPM_BKU o A NiA =)

Backup Successiul

Figure 4-1

For each backup, you can see exact start and finish times, and status. Click View in the
Snapshots column and see the individual EBS snapshots of all the volumes. Click Open in the
Log column to view the log of this backup with all the details. In order to recover from a
particular backup (typically the most recent successful backup), click the Recover button in
the Actions column:

ot

VeeAM N2WS Backup & Recovery (CPM) 23
N2WS$S B vome  Pa =53 ies (DR Control [P Notifications M Users ¥ General Setting

Backup Monitor

| Filter by Account (A~ JI Filter by Policy (Alll ~ j\ Filter by Status (All) ~ ] 20recordsipage - !

Search for Resource |

Start Time + _Finish Time Policy Account Status DR Status  $3 Copy Status  Snapshots  Log Actions

D5 Feb, 2019 0S5 Feb, 2019

1190 PM 1124 pn  Root CPM P1 Root CPM_BKU o N/A NiA [ view | @

Backup Successiul

05 Feb, 2019 05 Feb, 2018 G
1116 PM 1116 Py Root GPM B1 Root CPM_BKU Backupsouncessful NA NIA =
Figure 4-2

In the Recovery Panel screen (Figure 4-3), you can see all the instances that this backup
contains. Should this policy include also EBS volumes, RDS databases, Redshift Clusters or
DynamoDB Tables, you will have a link to recover them as well. In order to recover an
instance, click the Instance button. The Volumes Only button is for recovering only the EBS
volumes of the instance without actually creating a new instance.

18
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root | logout

N2WS Backup & Recovery (CPM) CanE

A Home P Accounta BB SiRepcaiones (1) Resourca Contol  [SYwotmcations By users L Genorai Sotings  Reports ireview)

Recovery Panel

Backup for Lser root. Source: ROD_CPM_BKL, Poiky” ROGILCPM_PY  From’ Tug, Feb 05, 2019 11:20 PM  Instance Snapshots
Ko Independent Valumes | Mo Datsbases | Mo RDS Clusters | Mo Redshift Chsters | Mo CynamoD8 Tables

i Rogion | ImagelD RODIDeviC | Plafoim | Arehitociute | Recovel
fevisoal (ens) Unsilnx w8554 Rl

Open Recovery Monitor

UpuntuServer1a 04 HiSala73dablagdose LS EastiN VIiNa) oo S o

Back

You will now see the Instance Recovery page:

Instance Recovery

From Account: Root_CPM_BKU  To Account: Root_CPM_BKU  To Region: US East (N. Virginia)

AMI Assistant
Basic Options:
Launch from: [ snapshot - ]
AMI Handling: [ De-register after Recovery h ]
Image ID: [ ami-Dac01gi4icb7enTen |
Instances to launch: D]
Key pair: [ nvirginia A ]

Instance Volumes:
Recover Original Volume ID Capacity (GiB) Type IOPS  Encrypted Device Preserve Tags  Delete on Termination

General 7
4/ volDd47dD5034bces33s general cep~ o [Gevisdat . 7

Advanced Options: p

¥ Use account AWS
Credentials:

|

Click Advanced Options for additional recovery parameters.
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Advanced Options:

Ephemeral Storage:

A

Architecture: (xe5_52 -]
Placement: [ By VPC A ]
VPC: [VDC-‘\EMQBDGE (172.31.0.018) | ~ ]
VPC Subnet ID: Eg?ggﬁﬂ‘mﬁf (172.31.50.0/20) - ]
VPC Assign IP: (1723183225 ]
Auto-assign Public IP: [ Subnet Default - ]
Additional NICs: ‘ ‘
Securfty Groups [ Type to filter Security Groups... ]
Cloud Protection Manager Fre =
My-Proxy -
[=]ni=]
4 »
Enable User Data:
Preserve Tags: L4
Instance Type: [ t2.micra - ]
Shutdown Behavior: [stop - ]
APl Termination: [ Disabled M ]
Kermal: ( ]
RAM disk: ( ]

Allow Monitoring:

Instance Profile ARN: [ am:aws:iam::72654157149%instz ]
EBS Optimized:
ENA Support: L4
Tenancy: [ Shared - ]
v Use account AWS
Credentials:

Recover Instance
Figure 4-3

Most of the options when launching EC2 instances are available here and may be modified.
The currently selected defaults are exactly the options the original backed-up instance had
at the time of the backup, including the tags associated with it. Clicking the Recover Instance
button will recover an instance exactly like the original one.

Important: If you intend to test the recovery of an instance in the same region as the
originally backed up instance, you will need to change the IP in order to avoid
an IP conflict. This can be mitigated by leaving the VPC Assign IP box blank:
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VPC: [ vpe-1a4e3062 (172.31.0.0M14) | = ]
VPC Subnet ID: ‘ SUDNEL43110M61 (172.31.80.0120): ‘
VPC Assign IP: I [ | I
Auto-assign Public 1P: [ Subnet Default - J

Additional NICs:

Security Groups: [ Type to filter Security Gr

Cloud Protection Manager Fre
My-Proxy
PNP

-

A further option worth mentioning here is Launch from. This sets the option for the image
the new instance will be launched from. In case of an instance-store-based instance, the only
option would be to launch from an image. The default will be the original image, although it
can be changed. In case it is a Linux EBS-based instance, as in this example, and the backup
includes the snapshot of the boot device, you can choose between launching from an image
(the original image or another), and launching from the snapshot, which is the default. If you
choose to launch from a snapshot, a new image (AMI) will be created, and you can choose
whether you want to keep the image after the recovery is complete or deregister it. You can
even choose not to perform the recovery now, and only create the image, to recover from it
later.

If Capture VPC Environments was enabled in General Settings, the Advanced Options
section will also contain a Clone Original VPC option next to the VPC box.

Clone Onginal VPC

The Clone Original VPC option allows you to recover the instance to a clone of a selected
VPC environment. See the N2WS Backup & Recover (CPM) User Guide for details on
“Recovering to a Cloned Original VPC".

_ vpe-c2c405b8 (172.31.0.0016)
e DefaultvPC

After you click Recover Instance and confirm, you will be directed back to the recovery panel
page, and will get a message about the operation success:
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\VeeAM N2WS Backup & Recovery (CPM) ol
N2WS Atome P = SOk Controt [ jors B Users ) Genernl Setfings  Report {preview)
I Recovery Oparation launched, please follow progiess i the recovery moaitory I
Recovery Panel

Backup for User: root. Source: Root_CPM_BKU. Pocy, Root CPM_P1  From Tue, Feb 05, 2019 11:16 PM  Instance hots
No independent Volumes | No Databases | No RDS Clusters | No Reastift Clusters | No DynamoDE Tables

Name ) I Region Image 1D _RootDevico  Platorm A Recover
UnintuServer18.04 H0%a0a73abtadcbde US East(N Vi) oc.ooleo o Mdevisdat (ebs) Univlnu  x36 ot (NN [ESE Y
Open Recovery Monitor
Back
Figure 4-4

The message will include the instance ID of the new instance, and now you can go and verify
the successful recovery in the AWS Management Console. The recovered instance is exactly
the same as the original one, with all its EBS volumes.
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5 How to Configure N2WS with CloudFormation

The process to configure N2WS to work with CloudFormation is a single stream that starts
with subscribing to N2WS on the Amazon Marketplace and ends with configuring the N2WS

server.

o N2WS provides a number of editions all of which support CloudFormation.

e An IAM role will automatically be created with minimal permissions and assigned to the

N2WS instance.

1. Goto https://aws.amazon.com/marketplace/pp/B00UIO8514/ref= ptnr_qsg

2. Click Continue to Subscribe.

N2WS Backup & Recovery (CPM) Free Trial & BYOL

veeaAM
N2WS

Edition

By: MN2W Software Larest Version: 2.4.0

N2ZW5 Claud Protection Manager is the AWS backup and disaster recovery solution of choice

for thousands of customers worldwide. Combining the agility of the cloud with the

~ Show more

Linux Unie driciink (21)

Qverview Pricing usage

Praoduct Overview

TRY OUT This leading AWS backup, recovery and DR solution purpose-built for
AWS workloads - N2WS Cloud Protection Manager 30-DAY FREE TRIAL & BYOL
Edition. After trial ends, N2WS automatically converts into @ FREE version that
still protects you! {limited to protecting up to & instances)

By leveraging native snapchot technology N2WS provides an additdonal layer of
security within your AWS environment and supports your EC2, NoS0OL and
serverless workloads. N2ZWS enables you to fully automate backup of EC2, EBS,
RDS, Redshitt, Aurora and DynamaDB - and leverage T-click recovery to restore 3

single file or your entire environment in less than 30 seconds,

‘With support for differemt storage tiers: native AWS backups and archive o
Amazon 53, N2WS enables cost reduction for data retained long term

N2WS enables you to build effective disaster recavery plans and recaver data

| Save to List

Typical Totzl Price
£0.023/hr

L.II[\.’-nI] Reviews

Highlights

» Automate backup of EC2 instances, EBS, RDS,
DynamaDB, Aurora and Redshift using flexible
policies/schedules. Perform OR across AWS accounts or
regions. Implements cross-region DR of VPC settings.

Protect your environment from outages and data loss

-

Perform application consistent backups of your critical
data, eliminating the need for maintenance windows
and unnecessary downtime. Rapidly recover single files
without having to restore the entire instance

Easy to use interface with real-time alerts, reporting
and mtegration with other services via the N2WS CL|
and RESTFul APL N2WS is also designed far multi-
tenancy allowing you to manage multiple accounts

from ane console

3. Click Continue to Configuration and then click Accept Terms.
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VeeaAM
N2WS

Product Detail Subscribe

N2WS Backup & Recovery (CPM) Free Trial & BYOL
Edition

review and accept terme.

Subscribe to this software

Ta create a subscription, review the pricing information and accept the terms for this software.

Terms and Conditions

N2W Software Offer

You will be subscribed 1o this soltware and agree that your use of this software ks subject

o the pricing terms and the seller's End User License Agreement (EULA) and your use of
AWS services is subject to the AWS Customer Agreement

This table shows pricing information for the lsted software components. You will be charged separately for your use of
each component.

NZWS Backip & Recovery (CPM) Addditional taxey or fees may apply.
Free Trial & BYOL Edition

M2WS Backup & Recovery (CPM) Free Trial & BYOL Edition

EC2 instance Type Software/hr

t2.nano 30 -
tZmicro 50

17 small sn

4. In the Fulfillment Option drop-down list, select CloudFormation.

WSS Z Wl N2WS Backup & Recovery (CPM) Free Trial & BYOL
WEAWEN  Edition

Praduee Detail Cubseribe  Configure

‘fau must first configure the software

Configure this software

Pricing information

Choose a fulfillment option below to select how you wish to deploy the software, then enter the information
required to configure the deployment.

delivery method
Frweare

Fulfillment Option

Amazon Machine Image
Ueploy a vendor-provided Amazon Maching image
{AM1) on Amazon EC2

Select a fulfillment option A

CloudFormation

Oeploy a complete salution configuration using @
CloodFarmation temglate

5. Select the relevant Software Version and Region and then click Continue to Launch.
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WEEBWIE  N2WS Backup & Recovery (CPM) Free Trial & BYOL
WPAES  Edition

¢ Product Deta Submeribe  Configure

Configure this software R —

Choose a fulfiliment option below to select how you wish to deploy the software, then enter the information

required to configure the deployment.

this estimate

Fulfillment Option
Saftware Pricing

CloudFormation b flMmew
Deploy 3 complete solution ::quurmnn using a NIWS Ei(kl.lD & iU.l’hl'
CloudFarmation template Recovery [CPM] Free
Trial & BYOL Eclition
Cloud Protection Manager Free Trisl & BYOL Edition ¥ BYOL

Software Version

‘Whats In This Verson

2.4.0 (Nov 19, 2018) v
NIWS Backup & Recovery (OFM) Free Trial & BYOL Edition
Learm mare
Region
US East {NL Virginia) ¥

6. Inthe Launch this software page, select Launch CloudFormation in the Choose Action
list and then click Launch.

WELSRWIN  N2WS Backup & Recovery (CPM) Free Trial & BYOL
NPATYES  Edition

Configuration Details

Fulfillment Option Cloud Protection Manager Free Trial & BYOL Edition
N2WS Backup & Recovery (CPM) Free Trial & BYOL Edition
funmng on tZ2srmall

Software Version 240

Region US East (N. Virginia)

| Usage Instructions

Choose Action

Choose this action to launch your configuration through the AWS

Launch CloudFormation ¥ CloudFormation console.

The Create stack/Select Template page opens.
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Select Template
Select the template that desonbes the stack that vou want to create. A 130k 15 3 group of related resolrces that yau m anage as a sin _':IF nit
DBSIQH aemplate Use AWS CloudFormation '_‘:':il';:-:l to create or modify an existing template. Leal ore.

Design femplase

Choose atemplate  Alemplate s a JSONYAML-formaited text Mk that describes your s1ack's resources and thew properties. Leam more.

Select a sample lempeile

Upioad 3 template 10 Amazon 53

Choose File | No fia chosen

® Specity an Am. n 23 tempiate URL

Nilps /53 amazonaws comiawsmp-fuliiliment-cHempiales-pod 14807 | View/Edd template in Designer

7. Under Choose a template, choose Specify an Amazon S3 template URL. Select an
Amazon S3 template URL and click Next. The Specify Details page opens.
Specify Details

Specify 8 stack name and parameler valses You can use of change 1he defaull parameler valuas, which are gefined in the AWS CloudFormation template Leam morms

Stack name

Parameters
Instance Configuration
Instance Type 2 amal » | Instancs hyps for CPY

Netwerking and Security Configuration

Key Pair -
Name o o

VPC T me i -
=

Subnet i i -

Inbound Access CIDR

8. Complete the Stack Details and Parameters. For Inbound Access CIDR, security
groups act as a firewall for associated instances, controlling both inbound and
outbound traffic at the instance level. Configuring Inbound Access CIDR allows
you to add rules to a security group that enable you to connect to
your Linux instance from your IP address using SSH:

e If your IPv4 addressis 203.0.113.25, specify 203.0.113.25/32 to list
this single IPv4 address in CIDR notation. If your company allocates
addresses within a range, specify the entire range, such
as 203.0.113.0/24.

e If youspecify 0.0.0.0/0, it will enable all IPv4 addresses to access your
instance using SSH.
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e For further details, refer to “Adding a Rule for Inbound SSH Traffic to a Linux
Instance” at
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/authorizing-access-
to-an-instance.html

Specify Details

Specify a stack mame and parameter valies, You ¢an use or change the defaull pasameter values, which ame defined in the AWS CloudFonmation iemplata. Leam more.

Stack name  CF1

Parameters

Instance Configuration
Instance Type 2 small v | Instands yoe ke GPM
Networking and Security Caonfiguration

Key Pair  Ophir-Dec2017

Name of an &

VPC | Vpe-B1e1aBas (1

he VPG m whic

Subnet subnet-3 c {(172.31.32.0:20) -
Subnetid
Inbound Access CIDR | 0.0.0.000 CIDR for Security Grougs souce (P

Canced Previous Next
9. Click Next. The Options page opens.
Options
Tags
You Can specify ‘.ﬁg‘i (KEY-yRILE pairs) FOT FESOINTES IN YOL StAck. You can add up 1o 50 unigee Key-vallie pairs for each siack. Leam mare
WAy (127 Glac e manman Yalue 255 charmciors manimeT
1 | Prod CR-au27-with-CF B
Permissions

You can cheose an lAM e that CloudFormation uses 1o create, n\.mlf',. or delete resources in the stack. If you dont choose a role CloudFormation uses the permissions
defned in your account. Leasn morg

1AM Role Choose a role (opticnal) A

Entes role am

+ Roliback Triggers

Rofiback tngoers &nabhe vou 10 have AWS ClosdFommation monkor ihe state of your application dunng Siack ereation and updating, and 1o roilback that operation If the:
apphication breacnes me inreshold of any of e AlaMms you've specified L eam mone

» Advanced

‘You can set acdifional options for your stack, ke notfication options and a stack policy. Leam maore.

Cancel Previous m

10. Complete the Options and click Next. The Review page opens.
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Review

Tamgiale

Templaete UL

Sack name  CF!

e Contger min
inssncelype 2 smsl

Nemonrg ane Secuety Conlgursten

Neyhame
vee

Sueat
In0eundAce233CI0R

o ryE3en

Advanced

Notifeaten
Tuminaton Frotection
Tmaaut

Rotbach on teiure Yo

apatvlibes

0 e foliowing resourcel(s) requirs capabiities: [AWS 1AM Rok

info@n2ws.com

Ths temsien contere ‘Jetty 903 Accers Maragement 1AM e3oursas B0t SGA! SrOREE NL0aT 360459 0 TIBND CPR381 10 youT ANS 2cTouet Chact Ihat you waT 0 CrEBN 29CH OF et MICSTIAT INT Mt ey Neve IS WA reGeTeS

11. Select the I acknowledge that AWS CloudFormation might create IAM resources check
box. Click Create. The CloudFormation Create Stack Events page opens.

D CoufFormaior = - Stacks

[ ee—
— < e

Owriew  Oupun  Fesoussst o Vemphle Puseens T fukPaey  Cosgebebn Hibbus Tggen

——
tssnmen

U Cripme 143 Asvreed Lempns 00U

LL1-]

Seet ¥ stack

12. Select the new stack. The Instances page opens.
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Pz consgle aws amazon comyecl il home Tregr d nchlin Y oEa =

Services ~  Rosourc

2 Dt Launch imstance + QTR &

. < @ @
Tags £, Fibar by tags and atiribas by ki (] 118120112
Re
? Newne L Insbones Type = Aunllabiiity Zone -~ Insbooce Stabe - Sk Almre ity Patslic TN (P} 1Ped Pl
Limez
B MmO 0cadDUSTI00T4Y O eal wesas-14 @ mnning & 30 checks Mo '« Sc-52-54-218-41 congaie-1 amadanaws cam SI547% ¢
itsas il @ supped ™
@ opped )
- p— W
uzeant 1o @ ctopped Maore YR 2240 compate-] amazoname o
st TS @ wanped E]
@ wapped )
@ capped "
Al
—— instance: | +06aJ0445724200740 (CPMATOM-CF2)  Public DNS: sc2-52-54-018-41 compute 1 amazanaws.com _N_§=]
Deseription || StampChecks | Mantodeg  Tags || Usage insturtiens

- e D A0 43 Pubse DHS Py

Iieilincs fpe L22mal

@ Engian (Us)

13. Select the instance. Copy the Instance ID value shown in the Description tab and click
Launch Instance. The N2WS Server Configuration page opens.

14. Continue as from section 2.1.

This concludes the Quick Start Guide. Consult the N2WS Backup & Recovery (CPM) User
Guide for more details.
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Appendix A - AWS Authentication

In order for N2WS to perform its backup and restore management functions, it needs to
have the correct permissions assigned.

N2WS supports two different types of AWS authentication during setup:
e AccessKey / SecretKey
e Role based authentication (recommended)

The permissions necessary have been combined into a JSON file for convenience and can be
downloaded from the N2WS Knowledge Base:

https://support.n2ws.com/portal/kb/articles/what-are-the-required-minimal-aws-
permissions-roles-for-com-operation

1. At the top of your AWS console, select the Services tab. In the Security Identity &
Compliance section, select IAM.

aws 5 = .  Resource Groups ~

History [ ] =
Censale Home
CloudFarmation Compute .{";' Robatics Analytics gf] Business Applications
VPG ecz AWS Robohtaker Athena Alexa for Business
Lightsail & EVR Amazon Chime &
£cA CloudS=arch WorkMa
ECS wea Blockchain Elasticsearch Senvice
EKS Amazan Managed Slockehain Kinesis
Lambda QuickSight &g End User Computing
Baten Dats Fipalin
+  Satallite
Elastic Seanstalk < = ANS Glus
Ground Station - WorkJoes
WorkLink
(=Y Storage
= ge =
— 5| Management & Govemnance
&3 | Man ﬁ'i”‘ s Bovemane urity, Identity, & Compliance
— Clousiiay Internet Of Things
- AWS Auto ing o
a Sca .
Fex - Rasource Access Manager aT Care
S3 Glacier ClausFarmatin Cognita Amzzon FreeRTOS
CloudTra ;
Storage Gateway Secrets Manager 12T 1-Click
AIWS Backup GuardDuty loT Analytics
Inspector oT Device Defender

oT Device Management

& Database

= AWS Organzations o7 Events

AD3 Trusted Aduiser AN Single Sign-On 10T Graengrass
DynamoDB Managed Services Certificate Manager 16T Sitel?
ElastiCache Conirol Towsr Koy Management Service 0T Things Graph
Negt AWS Licanse Manager

CloudHSM
AWS Well-Architected Tool
P .. Directary Service

Amazon Redshift

2. Inthe left menu, select Policies.
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Services - Resource Groups -~ *

Search LAM q Welcome to Identity and Access Management
140 uzars sign-n Enk
Dashboard
hitps: .aws.amazon.comiconsole &
Groups
Users IAM Resources
Roles Users: Roles

Groups: dentity Providers

R Customer Managed Policies
dentity providers dan=d

Account settings Security Status

Credential report

Delete your root access keys

A Activate MFA on your root account
Encryption keys

A Creste individusl LAM users

A Use groups fo assign permissions

A Apply an LAM password policy

3. Click the Create policy button.

Services -~ Resource Groups -~ *
2 i Pulic:’. =
Search A 4
Dachboard Filter policies Q Search
Groups .
Policy name - Type
Users
L Administratorfceess Job function
Raoles
I . [ AlexaForBusineszDeviceSetup AWSE manapg
Palicies
Identity providers 3 AlexsForBusinessFullAccess AWE manag
Account settings ] AlexaForBusinessGatewsyExecution AYVE manag
Credential regort ) AlexsForBusinessResdOnlyfccess AWS manapi
k AmazonAPIGatewsyAdministrator AWE manag

4. Select the JSON tab.

Create policy

A policy defines the AWS permissions that you can assign to 3 user, group, of role. You can create and edit a peficy in the visuz

Visual editor JSON

Expand a ollzpz= 3l

= Szlect 3 senvice

b Service Choose a ssmvice

5. Delete the default contents and copy and paste the contents of the JSON file
downloaded from our Knowledge Base (see above).
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Create policy

A policy defines the AVWS permissions that you can assign to a user, group, of role. You can create and edit a policy in the

This policy validation failed and might have emors converting te JSOM : The policy must have at least one statement.

AM Policies

Visual editor JSON

"Version": "2812-18-17",

"statement”: []

6. At the bottom of the screen, click Review Policy.

Cancel Review policy

7. Type a Name for the policy and click Create policy.

Review policy

Name®|

Use alphanumaric 3nd '+=.. (- characters. Madmum 123 characters

Description

Maximum 1000 charsclers. Lse alphanumenc and '+=, - " chamdiers.

Summary

Service Access level

Allow (1 of 169 services) Show remaining 183

Cloud Directory Full: List, Read

* Required

Resource

All resources

Request condition |

Caneel Frevious Create poficy

Next, create a role, and then assign the policy you just created to that role.

8. Inthe left menu, select Roles and click Create role.
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Resource Groups ~ *

o ! Roles
Dashboard
What are 1AM roles?
Groups
1AM roles are a s=cure way to grant permissions to entities that you trust. Examples of entities include the following:
|sars

= |AM user in another account

= Application code running on an EC2 instance that needs to perform actions on AWS resources

Puolzies

= An AWS service that needs to act on resources in your account to provide its features
dentity providers = Users from a corporate directory who use identity federation with SAML

A t settings . . . .
craunt setng 1AM roles issue keys that are valid for short durations, making them a more secure way to grant acocess.

Credential report
Additional resources:

= |AM Roles FAQ

1AM Roles Documentation

Encryption keys
= Tutorisl Setting Up Cross Account Access

= Commen Scenarios for Roles

Dielete role

9. Inthe list of type of trusted entity, select AWS service and then select EC2. Click Next:

Permissions.
Create role o 2 (3 (2

Select type of trusted entity

Web identity @ SAML 2.0 federation

WU, | & Aot | @y

Allows AWS services to perform actions on your behalf. Learn maore

Choose the service that will use this role

EC2
Allows EC2 instances to call AWS services on your behalf

Lambda
Allows Lambda functions to call AWS services on your behalf.

AF| Gateway CodeBuild EKS Lambda SMS
AVWE Backup eploy EMR Lex SNS
AWS Support Config ElzstiCache
Amplify Connect Elastic Beanstalk SageMaker
AppSync DMS Elastic Container Service Maciz Security Hub
Application Auto Scaling Data Lifecycle Manager Elastic Transcoder MedizConvert Senvice Catalog
Application Discovery Data Pipeline ElasticLcadBalancing Op=sWaorks Step Functions
Servics

DataSync Glue RAM Storage Gateway
Auto Scaling

Desplens Greengrass RDS Transfer
Batch

Directory Service GuardDuty Redshift Trusted Advisor

CloudFormation

DynamoDB Inspector Rekognition VPC
CloudHEM . )
2 loT 53 WorkLink

CloudTra

ECZ - Fleet Kinesis
CloudWatch Events

* Required Cancel I
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10. In the AWS services list, select EC2 again and click Next: Permissions.

Allows EC2 instances to call AWS zer

c2s on your behalf.

Lambda
Allows Lambda functions to call AWS services on your behalf

AR Gateway CodeBuild EKS Lambda SMS
AWS Backup CodeDeploy EMR Lex SMS
AWS Suppaort Config ElastiCache License Manapger SWF
Amplify Connect Elastic Beanstalk Machine Learning

AppSync DMS Elastic Container Service Macie Seeurity Hub

A tion Auta Scaling Diats Lifecycle Manager Elastic Tranzcader MediaConvert Semvice Catalop
Application Discovery Ciats Pipeline ElasticLoadBalancing Ops¥Vorks Step Functions
Semnice
DataSync Glus RAM Storage Gateway
Auto Scaling
Desplens Gresngrass RDS Transfer
Batch . . ; .
Directory Service GuardDuty Redshift Trusted Adwisor
CloudFormation . _
DrynamoD8 In=pector Rekognition WPC
CloudHSM _ .
EC2 lo 53 WorkLink
CloudTrail _
EC2 - Flest Kinesis
CloudWatch Events
Select your use case
EC2
Allows EC2 instances to call AWS services on your behalf.
EC2 - Scheduled Instances
Allows EC2 Scheduled Instances to manage instances on your behalf
EC2 - Spot Fleat
Allows ECZ Spot Fleet to launch and manage spot fieet instancas on your behalf.
EC2 - Spot Fleet Auto Scaling
Allows Aute Scaling to access and update EC2 spot fleets on your behalf.
EC2 - 5pot Fleet Tagging
Allows EC2 to launch spot instances and attach tags to the launched instances on your behalf.
EC2 - Spot Instances
Allows EC2 Spot Instances to |aunch and manage spot instances on your behalf.
EC2 Role for Simple Systems Manager
Allows EC2Z instances to call AWS services like CloudWatch and S5M on your behalf
EC2 Spot Fleet Role
Allows EC2 Spot Fleet to request and terminate Spot Instances on your behalf.
* Required Cancel

11. Search for the previously created policy, select its check box, and click Next: Review.
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et -
Lreale role 1 o 1 4
« Aftach permissions policies
Choose one or more poficies to attach f0 your new roe
Create policy =
Filter policies ICL;,;_ I Showing 1 result

Paolicy name « Used as Description

» CO_RO

» Set permissions boundary

* Required Cancel Pravious Next- Tags ‘

12. Add optional tags for the role and click Next: Review.

13. Name the Role and select Create Role.

T
' |

ate ro

o
[11]
[
w

Review

Frovide the required information below and review this role before you create it

Role name*

7. Maximum 54 char

Role description: | Allows ECZ instances to call AWS semvices on your behalf

“
Uss Siphanumarnc and "=
Trusted entiies.  AWS service: ecl.amazonaws.com
Policies CD RO
Permissions boundary FPermissions boundary is not set
Mo tags wers added

* Required Cancel Previous

14. Assign the resulting role to the N2WS trial instance by:

a. Select the N2WS instance name.
b. Inthe Actions menu, select Instance Settings and then Attach/Replace IAM Role.
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Connect
Tags (Cy Fitter by tags and attributes or search

ECZ Dashbaoard - Launch Instance Connect
4

Events

reRens B | Name ~| Instance ID S LB ity 7one - | Instance State - | Status
Limits Launch Mare Like This =
INSTANCES gs AddEdit Tags
mr s Attach to Auto Scaling Group
* -

Metworking AM Role
Cloudtch Monitoring
Change Termination Protection
View'Change User Data
:hange Shuidown Behavior

ange T2T3 Unémited

Instance: |i-0ale1866328a81d23 (N2WS 2.5.0 Trial} Public DN §: ec2-3-95-38-1.compute-1.amazanaws.com

Descripticn Status Checks Monitoring Tags Usage Instructions

Instance 1D Hla3e186080e8a01d23
Instance state  nunning 1
Instance type  12.micro
Elastic IPs 1
Ayailabiity zone  us-2ast-1d
Security groups  N2WS Backup - Recovery “CPM- Free Trial - BYOL Edition-2-4-0-AutogenBy AWSME

36



	1 Introduction
	1.1 Launching the instance
	1.2 CloudFormation
	1.3 N2WS Server Instance Connectivity

	2 N2WS Server Instance Configuration
	2.1 N2WS Server Configuration
	Step 1: Approve the N2WS license agreement
	Step 2:  Configure the N2WS “root” account password and user information
	Step 3: Time zone, new volume, and web proxy settings
	Step 4: Data volume, Web Server settings, and anonymous usage reports
	Step 5:  Register the account with N2W Software


	3 Creating a Simple Backup Policy
	3.1 Adding an AWS Account
	3.2 Creating a simple backup schedule
	3.3 Creating a simple backup policy

	4 Performing a Basic Recovery
	5 How to Configure N2WS with CloudFormation
	Appendix A – AWS Authentication

