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1 Introduction

1.1 Launching the instance

You can quickly start using the N2WS Backup & Recovery (CPM) enterprise-class backup
solution to fully protect your AWS cloud deployment.

To launch N2WS as part of a 30-day free trial or as a BYOL edition:

1. Go to https://aws.amazon.com/marketplace/

2. Search for ‘n2ws’.
3. Select N2WS Backup & Recovery (CPM) Free Trial & BYOL Edition.
4. Click Continue to Subscribe.

5. Inthe AWS logon page, enter your AWS account information, and click Continue to
Configuration.

6. Under Configure this software, select the relevant version in the Software Version list.
7. Click Continue to Launch.

8. Inthe Choose Action list, select Launch through EC2.

1.2 CloudFormation

CloudFormation (CF) is an AWS service that allows you to treat a collection of AWS resources
as one logical unit. CloudFormation provides a common language for you to describe and
provision all the infrastructure resources in your cloud environment, across all regions and
accounts in an automated and secure manner.

The IAM role will automatically contain the required permissions for N2WS operations.

See section 5 How to Configure N2WS with CloudFormation.

1.3 N2WS Server Instance Connectivity

In order for the configuration process to work, as well as N2WS’s normal operations, N2WS
needs to be able to “talk” with AWS APIs. Thus, it needs to have outbound connectivity to
the Internet. Verify that the N2WS instance has Internet connectivity; this can be achieved
by placing the instance in a public subnet with a public IP address, by assigning an Elastic IP
to the instance, using a NAT instance or by using an Internet Gateway. You also need to
make sure DNS is configured properly and that HTTPS protocol is open for outbound traffic
in the VPC security group settings. It is by default.


https://aws.amazon.com/marketplace/
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2 N2WS Server Instance Configuration

N2WS has a browser-based management console. N2WS supports Mozilla Firefox, Google
Chrome, Safari and IE (Version 9+).

Note: For N2WS to work, Java Script needs to be enabled on your browser.

After launching the N2WS AWS instance, use AWS Management Console or any other
management tool to obtain the address of the new instance:
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Figure 2-1

Note: Use the address provided to you by N2WS to connect to the N2WS Server using
the HTTPS protocol in your browser (https://<server address>).

When a new N2WS Server boots for the first time, it will automatically create a self-signed
SSL certificate. After initial configuration, it is possible to upload a different certificate. Since
the certificate is unique to this server, it is perfectly safe to use. However, since the
certificate is self-signed, you will need to approve it as an exception for the browser. To add
an exception for the default certificate in Chrome and Firefox, see Appendix B — Adding
Exception for Default Browser (page 40).

After adding the exception, you get the first screen of the N2WS configuration application.

2.1 N2WS Server Configuration

At the first screen you will be asked to type or paste the instance ID of this new N2WS
instance. This step is required in order to verify that you are indeed the owner of this
instance:

&\ N2WS Backup & Recovery (CPM)
2WS Server Configuration v2.7.0

To proceed, please type the instance |D of this instance

Figure 2-2

On the next screen the 5-step N2WS configuration procedure begins.
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Step 1: Approve the N2WS license agreement

Review the user license terms, select the check box and click next.

G"\ N2WS Backup & Recovery (CPM)
2WS Server Configuration v2.7.0
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Figure 2-3

Step 2: Configure the N2WS “root” account password and user information

G—‘ N2WS Backup & Recovery (CPM)
2WS Server Configuration v2.7.0

» Sleplass Stepdss SepSe

License: This account is already licensed  ~
User name: -

Email [optional):

Passwaond:

Password (Again): 4

Figure 2-4

To start a free trial, leave the License list with the default. If you purchased a license directly
from N2W Software, choose one of the License options, according to the instructions you

received.

Note: If anyone in your organization already installed a N2WS Free Trial in the past on
the same AWS account, you may receive an error message when connecting to
N2WS. Contact support@n2ws.com to resolve.

Note: If you are using one of the N2WS paid products on AWS Marketplace, you will

not see the License field.


mailto:support@n2ws.com

2WS

Additionally, you will need to enter a user name, an optional valid email address, and enter a
password and verify it. If this is an upgrade, the username must remain as it was prior to the
upgrade, but the password can be modified.

Note: Passwords: N2WS does not enforce password rules. However, it is
recommended to use passwords that are difficult to guess and to change them
regularly.

When you have completed entering the details for Step 2, click next.

Step 3: Time zone, new volume, force recovery mode, and web proxy settings

&\ N2WS Backup & Recovery (CPM)
ZWS server Configuration v2.7.0

Sheples Seples Sieg

Choose Time
Chooss nir OF onrting
Force Recovery Mode

Connect vid wed proxy

| Back [ next

Figure 2-5
1. Select your time zone.
2. Choose whether to create a new data volume or use an existing one.

3. To configure an additional N2WS server, in recovery mode only, choose an existing data
volume and select Force Recovery Mode. In Step 4, you will be presented with a list of
existing CPM data volumes.

Note: The N2WS server configured for recovery mode will NOT:
e Perform backups.
e CopytoS3.

e Have Resource Control management.
e Perform any scheduled operations.
4. Click next.



Step 4: Data volume, Web Server settings, and anonymous usage reports

G\ N2WS Backup & Recovery (CPM)
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Step1s» Slep2s» Slep3a»s Stepd Step 5 »»

Capacity (GIB): 5 -

Listen Port for the Web |
443
Server: .

SSL Server Certificate
File (leave emply to use | | Choose File | No file chosen

the default):

SSL Server Private K f
(leave empty to use t:z | Choose Flie | No fiie chosen

default):

* Allow Anonymous | "
Usage Reports: L AN

* Aliow CPM 1o send anonymous usage reports from time to time. These reports will include no obsect names or kis, no
AWS credentials and no user idenbfication. This data will be used by N2W Software for the sole purpose of improving the
product. This setting can be changed at any tme by clicking the ¥nk "disable anonymous usage reports” at the bottom of
CPM's main screen

[ Back_  next

Figure 2-6

1. If you chose a new data volume, you have an option to encrypt CPM user data.
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G\ N2WS Backup & Recovery (CPM)
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Stepis» Slep2s» Step3s St

Capacity (GiB): 5 -
EBS volume type: Genetal Purpose SSD (9p2) v
Encrypt Volume: Not Encrypted B

Listen Port for the Web 443
Server:

er Certficat
,s,f,‘(‘,,f,':, Ofnotv ;f, u'“ | Choose File | No fie chosen
the default):

Private K

(s::“s«“;:q l: u:, ,:z Choose File | No fe chosen
default):
* Allow Anonymous
Usage Reports:

* Allow CPM 10 send anonymous usage reports from dme 10 tme. These reports will nciude no object names or s, no
AWS credentials and no user identification. This data will be used by N2W Software for the sole purpose of improving the
product This setting can be changed at any time by cicking the knk “disabie anonymous usage reports” at the bottom of
CPM's main screen

[ Back =

Allow -

e Select Encrypted in the Encrypt Volume drop-down list and choose a key in the
Encryption Key list. You have the option to use a custom ARN.
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G\ N2WS Backup & Recovery (CPM)
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Steplas» SiEp2ass Slep3Iss

Capacity (GiB): 5 -
EBS volume type: General Purpose SSO (gp2) -
Encrypt Volume: Encrypted -
Encryption Key: 123465789 =
123456789
Listen Port for the Web
Server: Shared
SSL Server Certificate abc B i
File (leave emply 10 use 0 fue Chosen
the delault): aws/ed
SSL Server Private Key  Custom ARN | “ 2
{leave empty 1o use the 10 fie choser
defauit):
* Aliow Anonrymous Allow v
Usage Reports:

* Allow CPM 10 send anonymous usage repons from tme 10 time. These rapocts will inciude no object names of IS, no
AWS cradentals and no user identficabon. This data will De used by N2W Software 10r the SOl purpose of improving the
product This setting can be changed at any tme by cliciang the Unk "disable anonymous usage repcris™ 3t the botiom of
CPM's main streen

[ next
2. If you chose to use an existing volume or selected Force Recovery Mode in Step 3, you
will see a drop-down volume selection box.
3. Complete the Web Server settings. The default port 443 is used by the N2WS manager.

Allowing anonymous usage reports will enable N2WS to improve the product. The usage
reports are sent to N2WS with no identifying details in order to maintain customer
anonymity.

4. Click next when finished.
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Step 5: Register the account with N2W Software

N2WS Backup & Recovery (CPM)
2WS Server Configuration v2.7.0

Stepiss Slep2s»» Step3a» Slepds»

Please register this account

Full Name:

Email:

Company:

Country: Please choose your country v
Zip Code:

Ref Code (optional):

¢ | don’t want 1o register now, maybe later

Figure 2-7

Registration is mandatory for free trials and optional for paid products. N2W Software
recommends that all customers register, as it will enable us to provide faster support. N2W
Software guarantees not to share your contact information with anyone.

If you have a Reference Code, enter it in the Ref Code box.

WARNING: Use English characters only in registration. Non-English characters (e.g. German,
French) will cause the operation to fail.

C

Please wait while Cloud Protection Manager is being configured!

Click Configure System when finished.

The registration operation takes approximately 30 seconds after which the success screen

appears:

10
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N2WS Backup & Recovery (CPM)
ZWS server Configuration v2.7.0

CPM was configured successfully
Click here to start using CPM

If the screen does not automatically refresh, please open the browser again on the
main page

Figure 2-8

When you see the screen in

G‘ N2WS Backup & Recovery (CPM)
ZWS Server Configuration v2.7.0
CPM was configured successfully
Click here to start using CPM

If the screen does not automatically refresh, please open the browser again on the
main page

Figure 2-8, you know that the system was configured successfully. You can then click the link
to start using the system. It will take a few seconds for the application to start. If, for any
reason, you are not directed automatically to the application logon screen, reboot the
instance from the management console:

11
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Figure 2-9

You are now ready to log on with the credentials you created in the first screen and begin
using N2WS.

Note: Logging on for the first time with a trial edition can take up to 5 minutes as
N2WS must connect and get approved by our licensing service.

N2WS Backup & Recovery (CPM) N
WS B /A g» o [ = | A vy O Ganenst Satingn  Teparts iwviewt

Figure 2-10

The “Please wait ...” message should go away in a few minutes. Allow 4-5 minutes and then
refresh the screen.
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3 Creating a Simple Backup Policy
3.1 Adding an AWS Account

After logging on to the system for the first time, you will see the main screen:

N2WS Backup & Recovery (CPM) e O
WS RBrvom Lo g» 0} comel [ Rtvers O Ganenst Satiengn  Reperts ipenvient

Figure 3-1

It is currently empty. The first thing you will need to do is to associate an AWS account so
you can start backing up EC2 instances. Depending on the edition of N2WS you registered to,
you can associate one or more AWS accounts. Click the Accounts button in the top panel
and then click Add New Account.

N2WS Backup & Recovery (CPM) S
2WS B e n- o ceowsl [ B Users O Goneenl Setirgs  Bagernn

2 Accounts for user root

© Add New Accoumt
| Name o+ Acomtlype  Aam | Taocessemotics [N Evisia wows | | ditons oo
=
B SR Inalance AN Row  fioot (i & et st st tvtn » |
 Chast AN P
Figure 3-2
Add New Account X
User: demo - J
Name: | |
Account Type: Backup - J
Authentication: CPM Instance 1AM Role = J
Scan Resources: Disabled - J
Capture VPCs: Enabled - J
Figure 3-3

In the Add New Account screen (Figure 3-3):
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1. Inthe Name box, type the name you would like to associate to your primary AWS
account.

2. Inthe Account Type list, select Backup. DR accounts relate to cross-account backup and
recovery and are out of the scope of this guide. See the N2WS Backup and Recovery
(CPM) User Guide.

3. Inthe Authentication list, select your desired type of authentication. You can either
choose to use your AWS access key and secret key or N2WS Instance IAM Role, which is
recommended. These credentials are saved in the N2WS database. However, the secret
key is kept in an encrypted form. There is no way these credentials will ever appear in
clear text format anywhere. See “Security Concerns and Best Practices” in the N2WS
Backup & Recovery (CPM) User Guide.

4. Inthe Scan Resources, select Enabled to turn on the capability for this account to scan
resources.

5. Inthe Capture VPCs list, select Disabled to turn off automatic capturing of VPCs for this
account.

3.2 Creating a simple backup schedule

Click the Home button to go back to the main screen and then click the Schedules tab.
Currently, the list of schedules is empty.

ot | hoo o
N2WS Backup & Recovery (CPM) S CoRee)
o FEAL QLA

2WS A«o-nu B D Repcasser () Resowrce Cootret [Smostcmmons B vy © Grmenal Sarmags  Repane

PRI, L7 gV ) SN 1 PSS AR
© New Schecule 20 1 P - | x ﬂ
Creats 2 New Bachun Schedole

Name Start Dace £na Bate Polices Dinabied Times is Day Delete
Name = Accoost Type Authanticaton ACCOUTt PORCHN  Num FToaen Bems Actions. Regonty
Dt i
l' - ‘,
| Cvok £ s
Figure 3-4

You will now create the first schedule. Click New Schedule and then enter a schedule name
and description:
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Schedule
Name:

User:

Start Time:

End Time:

Repeats Every:

[

J

[admin

-

onoaazs (2= )&

never (click to modify)

You can also set the start time of this schedule and the frequency. Available units are
minutes, hours, days, weeks and months. The default End Time is never. Click the End Time

link to modify.

3.3 Creating a simple backup policy

Click the Home button to go back to the main screen and then click the Policies tab.
Currently, the list of policies is empty. You will now create the first policy. Click New Policy.

N2WS Backup & Recovery (CPM)

ows B=l

Nirw Pobgy

_ Mamm = Accouni:  Enabeedl Mem Gemsréona  foheduwn  Baoepigent  Conlgurs

Enabled on: ¥l Monday ¥ Tuesday

¥/ Wednesday ¥ Thursday

¥ Friday ¥ saturday

¥ sunday
Description:

)
cee
Figure 3-5
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In the Policy page, enter a policy name and description:

Policy x
Name: [ :I
User: [admin |
Account: [ accounti - ]
(

Auto Target Removal: No - |

Generations to Save: [ o :

Status: (Enabled -]

Schedules:

] 51

Description:

Figure 3-6

Other fields in this screen (Figure 3-6) include:

e Account — Each policy can be associated with one AWS account.
e Auto Target Removal — Whether to auto-remove resources that no longer exist.

e Generations to Save — Number of backups of this policy you want to keep. Older
backups will be automatically deleted.

e Status — By default a policy is enabled.

o Schedules — Select the schedule you just created.

When finished, click Apply and select the Policies tab.

N2WS Backup & Recovery (CPM) Sk
WS Pbiome P hosserts G 61 Bepemtnrws (D llessiree Cowni [ memicansss B owen ) Soravi bemngs  ileparin

ﬂNin‘Pmy Fotmr By ASiaRst (A -] o AT -J b St
i - =t =
Figure 3-7
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When looking at this screen, you can see there are several things you can do with a policy.

To edit the basic policy definition, click the link of the policy’s name.

To configure the policy, you have three buttons:

Backup Targets - Defines the actual resource objects this policy will back up.

More Options - Defines Linux scripts and settings for the definition of a
successful backup and retry parameters.

DR - Defines disaster recovery options.

Click the Backup Targets button:

Backup Targets

User: root Account: root_assume_backup Policy: efs2_nvirginia

Instances:

Name

€ Add Instances

Instance Region AMIID Root Device Type Status Actions

back to policies

Figure 3-8

As you can see in Figure 3-8, there are numerous types of objects you can back up:

Instances - Back up EC2 instances, including their metadata, and optionally some
or all of their data volumes. This is the most common backup target.

Volumes - Back up EBS volumes independently, whether or not they are
attached to an instance, and regardless of which instance they are attached to.
This can be useful to back up volumes which are not always attached to an
instance, or volumes that move between instances, like cluster volumes.

RDS Databases - Back up RDS DB instances. This will use RDS snapshots and can
be useful for backing up RDS databases together with other types of objects, or
for anyone who wishes to backup RDS databases using N2WS, in addition to or

instead of using AWS automatic backup.

Aurora Clusters - Aurora is similar to RDS but handles Aurora clusters.
Redshift Clusters - Manage Redshift Cluster snapshots.

DynamoDB Tables - Back up DynamoDB Tables.

To add an instance, for example, to the policy:

Click Add Instances. The list of instances (see Figure 3-9) you have in the policy’s account

appears. The Choose Region list allows you to switch between different regions. You can use
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the free text search, column-based sorting, or pagination if there are a lot of instances and
you are seeking a specific one.

Note: Although you can add backup objects from different regions in the same policy,
in many cases it is not a good practice to do so.
Add Instances X
Choose Region: [Us East (N. Virginia) - search: | Type to Search L°]

Add MName Instance AMI ID Root Device Type Status Policies
empty -0ff2e28ecc0:  ami-27571631  ebs 2. micro running 0
CPM-Recover-Lin  i-02614c8c1a¢ ami-Obfe35801 ebs E2.micro running
Win-Instance-Huge  i-0953f9b0940 ami-3633b145 ebs 2. micro stopped
Quick-Guide-2.3 i-0d37a308edt  ami-1b70f064 ebs 2 small running
cpm-S3-Int i-0b97a73f347  ami-02663aed  ebs 2. micro stopped
documenting-with-,  i-067d015d37! ami-1b70f054 ebs 2. micro running
win-remore-proxy-:  i-081c2c066b€ ami-833b53fc  ebs 2. micro stopped
CPM-Last-Drop i-0d69c1f0fEb:  ami-03d47e58 ebs 2. micro stopped

Add Selected
Figure 3-9

Select an instance you want to back up and click Add Selected. This will add the requested
instance to the screen in the background and remove it from the popup window, although it
does not close the popup. You can add as many instances as you want up to the limit of your
licence. Click Close when finished.

Back in the Backup Targets screen, you can see the instance on the list of instances. You
have buttons to remove it from the policy and a Configure button.

By default, all EBS volumes which are attached to this instance will be backed up. If a volume
gets detached from or attached to the instance, it will not interfere with the normal
operations of the policy. In every backup, N2WS will check which volumes are attached to
the instance and take snapshots of them. Click Home and go to the Policies tab again. In the
Schedules column of the policy, click the backup times link. You will see the planned
backups for this policy.

The backups will start automatically at the time configured previously in the schedule.

If you want to initiate an immediate backup, click run ASAP in the Operations column.

18
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N2WS will report that the backup policy will now run. The process can be monitored in
Status column of the Backup Monitor tab.
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Consult the N2WS Backup & Recovery (CPM) User Guide to see how to create application
consistency for Linux and Windows servers.
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4  Performing a Basic Recovery

N2WS backs up the requested objects at the requested times. When you return to the main
console after a while, you can view the backups in the Backup Monitor tab:

R

NZWS Backup & Recovery (CFPM) 5

3 Eackug Wcniod

LSO T — ; e "
Tnme Wnan seaer recensw @ e p—
BP0 DERG IS o ' i
NTion aivery i roatceu sy @ Nk NA [ QR e [ P | b 0 e |

Bachis St camd

Figure 4-1

For each backup, you can see exact start and finish times, and status. Click View in the
Snapshots column and see the individual EBS snapshots of all the volumes. Click Open in the
Log column to view the log of this backup with all the details. In order to recover from a
particular backup (typically the most recent successful backup), click the Recover button in
the Actions column:

B

NZWS Backup & Recovery (CPM) 5
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S Pt 2000 DEFeR NS L Lo ey ’ o
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Figure 4-2

In the Recovery Panel screen (Figure 4-3), you can see all the instances that this backup
contains. Should this policy include also EBS volumes, RDS databases, Redshift Clusters or
DynamoDB Tables, you will have a link to recover them as well. In order to recover an
instance, click the Instance button. The Volumes Only button is for recovering only the EBS
volumes of the instance without actually creating a new instance.
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N2WS Backup & Recovery (CPM)

VDSt alE HRITMININEM USENN Vigma) A0 DL Kot leos) Uniiutux 3660

You will now see the Instance Recovery page:

snapshot

De-register afier Recovery

ami-0ac01914fcb7cb7ed

Key pair: [ nvirginia -

Instance Volumes:

-———-————
¥ vol004To0sDadpcessze (8 - (10 ) no idevisdal E]

Advanced Options: b

¥ Use account AWS
Credentials:

| Recover Instance

Click Advanced Options for additional recovery parameters.
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Advanced Options:

Ephemeral Storage:

‘ /i
Architecture: [)s G4 - ]
Placement: [ By Vi v ]
VRC: (vpe-1ade3082 (172.3°.0.0018) | - |
VPC Subnet I0: SuDMeL43110161 (172.31.80.020): ]
VPG Assign IP: 172318325 ]
Auto-assign Public IP: Subnet Default -]

Security Groups

e e S
e to filter Security Groups... |

[
(
Additional NICs: \
|

Cloud Protection Manager Fre
My-Proxy -
i=lni=}
3
Enable User Data
Preserve Tags: L4
Instance Type: [ t2.micro -]
Shutdown Behavior ['stop -
APl Termination [ Disabled |
Kernel: ( ]
RAM disk: [ ]
Allow Monitoring:
Instance Profile ARN [ am-aws:iam 726541571495 instz |
EBS Optimized:
ENA Support: &
Tenancy: [sharea -
v Use account AWS

Credentials:

Recover Instance

Figure 4-3
Most of the options when launching EC2 instances are available here and may be modified.
The currently selected defaults are exactly the options the original backed-up instance had
at the time of the backup, including the tags associated with it. Clicking the Recover Instance
button will recover an instance exactly like the original one.

Important: If you intend to test the recovery of an instance in the same region as the
originally backed up instance, you will need to change the IP in order to avoid
an IP conflict. This can be mitigated by leaving the VPC Assign IP box blank:
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VPC: [ vpc-1a4e8062 (172.31.0.016) | ~ |

VPC Subnet 1D ‘ ﬁg?gﬁiﬁ_ﬂﬁj’l"ﬂﬁ: (17231 .8'3.'3.'2'2","_- ‘

VPC Assign |P: I ( | I
- |

Auto-assign Public IP: | Subnst Default
Additional NICs: |

ne to filter
ype 10 nilte

o

Security Groups: |' -

ecurity Groups... |

Cloud Protection Manager Fre
My-Prosy

-
==

A further option worth mentioning here is Launch from. This sets the option for the image
the new instance will be launched from. In case of an instance-store-based instance, the only
option would be to launch from an image. The default will be the original image, although it
can be changed. In case it is a Linux EBS-based instance, as in this example, and the backup
includes the snapshot of the boot device, you can choose between launching from an image
(the original image or another), and launching from the snapshot, which is the default. If you
choose to launch from a snapshot, a new image (AMI) will be created, and you can choose
whether you want to keep the image after the recovery is complete or deregister it. You can
even choose not to perform the recovery now, and only create the image, to recover from it
later.

If Capture VPC Environments was enabled in General Settings, the Advanced Options
section will also contain a Clone Original VPC option next to the VPC box.

. (Vpc-c2c405b8 (172.31.0.0016) | _
VPC: upc-c2c405] | Clone Original VPC

The Clone Original VPC option allows you to recover the instance to a clone of a selected
VPC environment. See the N2WS Backup & Recover (CPM) User Guide for details on
“Recovering to a Cloned Original VPC”.

After you click Recover Instance and confirm, you will be directed back to the recovery panel
page, and will get a message about the operation success:
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N2WS Backup & Recovery (CPM) u <ol
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Recovery Panel
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Figure 4-4

The message will include the instance ID of the new instance, and now you can go and verify

the successful recovery in the AWS Management Console. The recovered instance is exactly
the same as the original one, with all its EBS volumes.
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5 How to Configure N2WS with CloudFormation

The process to configure N2WS to work with CloudFormation is a single stream that starts
with subscribing to N2WS on the Amazon Marketplace and ends with configuring the N2WS

server.

e N2WS provides a number of editions all of which support CloudFormation.

e AnIAM role will automatically be created with minimal permissions and assigned to the

N2WS instance.

1. Go to https://aws.amazon.com/marketplace/pp/BO0UIO8514/ref= ptnr gsg

2. Click Continue to Subscribe.

N2WS Backup & Recovery (CPM) Free Trial & BYOL
Edition

By: N2W Software  Latest Version: 2.4.0

VeeAM
N2WS

N2ZW5 Cloud Protection Manager is tha AWS backup and disaster recovery solution of choice
for thousands of customers wordwide. Combining the agility of the cloud with the

w Show more

Linux# Unix X (21)
averview Pricing uUsage support
Product Overview
TRY OUT This leading AWS backup, recovery and DR solution purpose-built for

AWS workloads - N2WS Cloud Protection Manager 30-DAY FREE TRIAL & BYOL
into @ FREE wersion that

| f.:]l';](j NS

Edition. After trial ends, N2WS auromatically converts
still protects you! {limited to protecting up to 5 instances)

Continue to Subscribe

Save to List

Typical Total Price

£0.023/hr

Reviews

= Automate backup of EC2 instances, EBS, RDS,

DynamaDB, Aurora and Redshift using flexible

policies/schedules.

By leveraging native snapshot technology N2WS provides an additonal layer of

Perform DR across AWS accounts or

security within your AWS environment and supports your EC2, NoSOL and
serverless workloads. NZWS enahles you to fully automate backup of EC2, EBS,
RDS, Redshitt, Aurora and DynamaDB - and leverage 7-click recovery to restore a

single file or your entire environment in less than 30 saconds,

‘With support for differemt storage tiers: native AWS backups and archive 1o

Amazon 53, N2WS enables cost reduction for data retained long term

N2WS enables you to build effective disaster racavery plans and recaver data

regions. Implements cross-regicn DR of VPC settings

Protect your environment from outages and data loss

» Perform application consistent backups of your critical

data, eliminating the need for maintenance windows
and unnecessary downtime, Rapidly recover single files
withaut having to restore the entire instance

Easy to use interface with real-time alerts, reporting
and mtegration with other services via the N2Ws CLI
and RESTFul APL M2WS it also designed far multi-
tenancy allowing you to manage multiple accounts

from one console

3. Click Continue to Configuration and then click Accept Terms.
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WA= = WVIR  N2WS Backup & Recovery (CPM) Free Trial & BYOL sntiase ta Corfigarat
WPANTES  Edition

Yiou must first rewiew and accept 1=

< Prochuct Detail Subacribe

Subscribe to this software

Ta create a subscription, review the pricing information and accept the terms for this software.

Terms and Conditions

N2W Software Offer

You will be subscribed to this software and agree that your use of this software is subject

1o the pricing terms and the seller's End User License Agreement (EULA) and your use of
AWS services is subject to the AWS Customer Agreement

This table shows pricing iInformation for the isted software components. You will be charged separately For your use of
€ach component.

N2WS Backup & Recovery (CPM) Additional taes or fees may apply,
Free Trial & BYOL Edition
MZWs Backup & Recovery (CPM) Free Trial & BYOL Edition
EE2 Instance Type Software/hr
tZ.nano 0 =
tZ.micro %0
17 =mall L

4. In the Fulfilment Option drop-down list, select CloudFormation.

WSl N2WS Backup & Recovery (CPM) Free Trial & BYOL Eantifiue to Libmel
WPAVES  Edition

Youmust frst conbigure Lhe software.
= Produck Detail Submcribe  Configume

Configure this software

Choose a fulfillment option below to select how you wish to deploy the software, then enter the information
required to configure the deployment.

nd configurea

ry method
{ softwane

and infrastructure costs,

Fulfillment Option

Amazon Machine Image

Ueploy a vendar-peovided Amazon Machine image
(A1) on Amazon EC2

Select a fulfillment option v

CloudFarmation

Deplay a complete salution eonfiguration using a
CloudFormation template

5. Select the relevant Software Version and Region and then click Continue to Launch.
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WESRWIR  N2WS Backup & Recovery (CPM) Free Trial & BYOL
WPALTES  Edition

<Product Detsil  Subscribe  Configure

Configure this software

Choose a fulfillment option below to select how you wish to deploy the softwars, then enter the information
required to configure the deployment.

Fulfillment Option

N E OaudFormation

CloudFarmation Deploy a complete solution configuration using 2
CloudFormation template

Cloud Protection Manager Free Trisl & BYOL Edition L4

Software Version

‘whats in This version

240 (Nov 19, 2018) i
N2ZW5 Backup & Recovery {CPM) Free Trial & BYOL Edithon
Learn more
Region
US East {N. Virginia) v

Pricing information

ent period may
this etimate,

software Pricing

NZWs Backup & sa/hr
Recovery {CPM) Free
Trind & BroL Edition

6. In the Launch this software page, select Launch CloudFormation in the Choose Action

list and then click Launch.

WS WIR  N2WS Backup & Recovery (CPM) Free Trial & BYOL

WEAWES  Edition

Configuration Details

Fulfillment Option Cloud Protection Manager Free Trial & BYOL Edition
N2WS Backup & Recovery (CPM) Free Trial & BYOL Edition
runring on t2small

Software Version 240

Region US East (N. Virginia)

| Usage Instructions

Choose Action

Choose this action to launch your configuration through the AWS

. v
Launch CloudFormation CloudFormation console.

The Create stack/Select Template page opens.
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Select Template

Select he template that desonbes the stack that you want to Create. A S1cK 15 3 group of related resources thal you manage a5 a single unit

Design a template  Use AWS CioudFormation Designer to create or madify an existing template. Leam maore

Design tem plate

Choose atemplate Atemplate Is 3 JSONYAML-formatted text ie that descnbes your sIack's resources and thelr properties. Learn maore,

Selpct a sample lemplate

Ipioad a template 1o F

| Ghoose File | Mo

ity an Amazon 23 femplate UR

ATonaws coméawsmp-Tuliment-< -iemplales-prod 4807 View/'Edit lempiate in Desgner

7. Under Choose a template, choose Specify an Amazon S3 template URL. Select an
Amazon S3 template URL and click Next. The Specify Details page opens.

Specify Details

Epecify a stack name and parameter valses . You can use or change the defaull parameter values, which are defined in the AWS CloudFormation template. Leam more
Stack name
Parameters

Instance Configuration
Instance Type 2 smail w | Irglancs (ype for CPA

Networking and Security Configuration

Key Pair = I -
Ni |
VPC 2amh by 10, or Nanm qv =
n whigh yor u
Subnat 2B =y value .
Inbound Access CIDR CIOR % Get P

Cance Previous Mexi

8. Complete the Stack Details and Parameters. For Inbound Access CIDR, security
groups act as a firewall for associated instances, controlling both inbound and
outbound traffic at the instance level. Configuring Inbound Access CIDR allows
you to add rules to a security group that enable you to connect to
your Linux instance from your IP address using SSH:

e If your IPv4 addressis 203.0.113.25, specify 203.0.113.25/32 to list
this single IPv4 address in CIDR notation. If your company allocates
addresses within a range, specify the entire range, such
as$203.0.113.0/24.

e If youspecify 0.0.0.0/0, it will enable all IPv4 addresses to access your
instance using SSH.
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e For further details, refer to “Adding a Rule for Inbound SSH Traffic to a Linux
Instance” at
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/authorizing-access-
to-an-instance.html

Specify Details

Specify a stack name and parameler values. You can use of change the defaull parameter values, which are defined in the AWS CloudFormation template. Leam mare.

Stack name CF1

Parameters
Instance Configuration
Instance Type Z.small v | Irslance type for CPM

Networking and Security Configuration

Key Pair | Ophir-Dec27

Mar

VPG

Subnet

Inbound Access CIDR . 0.0.0.00 . SI0R for Securty Groups source iF

Cancei Presiows m
9. Click Next. The Options page opens.
Options

Tags

You can specify tags (key-value pairs) for resources In your stackl You can add up to SO unigue key-value pairs for each stack. Leam more.

Permisslons

You can ¢noose an LAM role that CloudFormation uses to create, modify, or delete rasources in the stack f vou don't choose a rok, CloudFommation uses the permissions
detned N your account. Leam maore.

1AM Role Choose a rale joplionzl) v

Enler role arm

» Rollback Triggers
Rollcack tnggers enablbe vou to have AWS Cloud Formation monitor the state of your application dunng $lack creation and updating, and 10 reliback that operation I the

application breaches the thresnold of any of The dlanms you've speciNed Leam mare

» Advanced

You can set addticnal options for your s1ack, like notificabon optons and a stack policy. Leam more.

cance Previous

10. Complete the Options and click Next. The Review page opens.
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Rewvigw

Temglats 9RL
Desoripticn
Estimacz cost ik

AT T2 03 0 B TS T 54 4 TA D20 el B2 i 07 1700 T T BTt

1wl
atie
Satnat
Inbgun dAocassCIDR
Dptians
Tags
ed  CPM-aLITwd CF

= mscmes b mes changes 4o your VS snegunt Cheskdhar you Mentf coese macs of thans maojrens and Bt they haus fhe pm s peoseed

11. Select the I acknowledge that AWS CloudFormation might create IAM resources check
box. Click Create. The CloudFormation Create Stack Events page opens.

W CowFomatios ~ | Stacks
=]
-]
a
5 ET] M AR NGNS ST O 0 A" RITAENR. T SR I ST AT WA R B 8 O s St dL o Surenl atah T e AR T T T
" iy 2 ele
[[Su——r—
Stach b Ereatidd Tiwe: L et
L TIETREE FEr r
v Datpes flaseooss  Eweri oty Paremata Taps | SuckPaliny  Chevpfety | Mcbbuck Tiggens L §-]
Seloctaback

12. Select the new stack. The Instances page opens.
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My [ = Mstance Typw = Ausilasry Zany Instan gy Soste Seatee Chachs g Salis Pablic DNS (Pul) Ped Pthlic
L= alt us-ae 18 & wnning © 2 thacks Nsen Te WCTEIEATIE AT compute | amasname cam BIEATIE
4 st 18 & saapped ‘a
usensi-ff @ wopped .
1 & .J
1 @ o T ool 3238101247 compata. | STazonawe. com
= @ b ]
pahulert B 1 @ s
1 @ ctappzd =
ANlE
T Instance: | -0cal04467 24200743 (CPMATOeN-CFZ)  Public DNS: 9e2-52.54-215-41 computa-1 m _N_§=]

Deseription Tags | Usage insinactions

® rFocamack ) Englsh [US)

13. Select the instance. Copy the Instance ID value shown in the Description tab and click
Launch Instance. The N2WS Server Configuration page opens.

14. Continue as from section 2.1.

This concludes the Quick Start Guide. Consult the N2WS Backup & Recovery (CPM) User
Guide for more details.
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Appendix A - AWS Authentication

In order for N2WS to perform its backup and restore management functions, it needs to
have the correct permissions assigned.
N2WS supports two different types of AWS authentication during setup:

e AccessKey / SecretKey

e Role based authentication (recommended)

The permissions necessary have been combined into a JSON file for convenience and can be
downloaded from the N2WS Knowledge Base:

https://support.n2ws.com/portal/kb/articles/what-are-the-required-minimal-aws-

permissions-roles-for-com-operation

1. Atthe top of your AWS console, select the Services tab. In the Security Identity &
Compliance section, select IAM.

History ‘

Console Home

e ReboMaker
Lightsail &
ECR
=cs osn  Blockchain
=13 Amazon Managed Blockchain
Lambda

Elastic Beanstalk

= storage
T =3 pliance
EFS §p nternet Of Things
F8x Resource Access Manager aT Care
Cognita Amazon FresATOS
Secrets Manager 1T 1-Glick

0T Al tics

= AWS Crgan
AWS Eingle Sign-On
DynamaDB Centificate Manager

Bl ement Service

Directory Service

2. Inthe left menu, select Policies.
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Services ~ HResource Groups - *

Search IAM ‘ Welcome to Identity and Access Management
1881 uzars sign-in Fnk
Dashboard
hitps: .aws.amazon.comlconsole
Groups -
Usars IAM Resources
Roles Users: Roles
Groups: dentity Providers: ~

. Customer Managed Palicies
|dentity providers vanag

Account settings Security Status

Credenti port
edenualre u Delete your root access keys

Activate MEA on your roct account
Encryption keys

Create individual LAM users

Use groups fo assign permissicns

-

Apply an LAM password policy

3. Click the Create policy button.

Services - Resource Groups - *

Policy actions +

Se & 1

Dashboard Filter policies - Q Search

Groups

Policy name = Type

H:E; ] Administratordocess Job function
I Palicies k AlexaForBusinessDeviceSetup AWS manag

|dentity providers k AlexsForBusinessFullfcoess ANVS manag

Account setfings ] AlexsForBusinessGatewayExacution AWS manag

Credential report ] AlexaForBusinessReadOnlyfAccess AWE manag

¥ AmazonAPIGatewsyAdministrator AWS manag

4. Select the JSON tab.

a1 PN
(! —.--t— f) (
el = ) L= L

A policy defines the AVWS permissions that you can assign to @ user, group, of role. You can create and edit a poficy in the visuz

Visual editor JSON

b Service Chooss assmice

5. Delete the default contents and copy and paste the contents of the JSON file
downloaded from our Knowledge Base (see above).
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Create policy

A policy defines the AVWS permissions that you can assign to a user, group, of role. You can create and edit a policy in the

This policy validation failed and might have emors converting te JSOM : The policy must have at least one statement.

AM Policies

Visual editor JSON

"Wersion": "2812-12-17",

"Statement: []

6. At the bottom of the screen, click Review Policy.

Tl | Review policy

7. Type a Name for the policy and click Create policy.

Review policy

Namat|

Use alphanumieric and '+=,.@-_' characlers. Masmum 128 charactens

Description

Maximum 1000 characters. Lise alphanumaric and =, & " o

Summary -

Service « Access level Resource

Allow (1 of 169 services) Show remaning 163

Cloud Directory Full: List, Read All rz=ources

* Required

Request condition |

Cancel Previous Create poficy

Next, create a role, and then assign the policy you just created to that role.

8. Inthe left menu, select Roles and click Create role.
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Services Resource Groups %+

A ' Roles

Diashboard

What are |AM roles?

Groups
1AM roles are a secure way to grant permissiens to entities that you trust. Examples of entities include the following:

= |AM user in another account

= Application code running on an EC2 nstance that needs to perform actions on AWS resources
Polcies . S
= = An AWS service that needs to act on resources in your account to provide its features
dentity providers = lsers from a corporate directory who use identity federation with SAML
Account settings . . . . .
= 1AM roles issue keys that are valid for short durations, making them a more secure way to grant access.

Credential report
Additional resources:

= |AM Roles FAQ
Encryption keys = |AM Roles Documentation
= Tutorial: Setting Up Cross Account Access

arios for Roles

= Comman S

9. Inthe list of type of trusted entity, select AWS service and then select EC2. Click Next:

Permissions.
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Create role

Select type of trusted entity

[T R

& Another AW S account e

Allows AWS semvices to perform actions on your behalf. Learn mare

Choose the service that will use this role

EC2

Allows EC2 instances to call AWS services on your behalf

Lambda

Allows Lambda functions to call AWS services on your behalf.

ARG ¥
AWS Backup

AWS Support

Amplify

AppSync

Application Auto Scaling

Application Discovery
Servics

Auto Sealing

Batch
CloudFormation
ClaudHSM

CloudTra

CloudWaich Events

* Required

Datz Lifecycle Manager

Datz Pipeline

DataSync

Directory Service

DynamolDB

[

EKS

EMR

ElastiCache

Elzstic Beanstalk

Elastic Centainer Service
Elzstic Transcoder
ElasticLoadBalancing

Glue

Hinesiz

36

MediaConvert

OpsWorks

RAM

e SAML 2.0 federation

SMS
SHS
e
SapeMzker

Security Hub

Storape Gateway
Transfer

Trusted Advisor
VPC

WiorkLink

Cancel I

10. In the AWS services list, select EC2 again and click Next: Permissions.




Allows ECZ instances to call AWS services on your behalf.

Lambda
Allowrs Lambda functions to call AWS services on your behalf.

AR Gatewsy CodeBuild EKS Lambda SMS
AWS Backup CodeDeploy EMR Lex SNS
AWS Suppaornt Config ElastiCache License Manager SWF
Amplify Connect Elastic Beanstalk Machine Learning
DMS Elastic Container Service Maciz Security Hub
Diata Lidecycls Manager Elastic Transcaoder MediaConven Service Catalop
Diats Pipeline ElasticloadBalancing OpsWorks Step Functions
DiataSync Glus RAM Storage Gateway
Auto Scaling
Deeplens Gresngrass RDS Transfer
Batch ) i § -
Directory Service GuardDuty Redshift Trusted Adwisor
CloudFormation X _
DynamoD8 Rekegnition VPC
CloudHSM _ i
EC2 lo 53 WaorlkdLink
CloudTrail

ECZ - Flaat Kinasis

CloudWsteh Events

Select your use case

EC2
Allgws EC2 instances to call AWS services on your behalf.

EC2 - Scheduled Instances
Allgws EC2 Scheduled Instances to manage instances on your behslf

EC2 - Spot Flest
Allows EC2Z Spot Fleet to launch and manage spot fleet instances on your behalf.

EC2 - Spot Fleet Auto Scaling

Allows Aute Sealing to aceess and update EC fi

i=ets on your behalf.

EC2 - Spot Fleet Tagging
Allows EC2 to launch spot instances and attach tags to the lsunched instances on your behalf.

EC2 - Spot Instances
Allows EC2Z Spot Instances to launch and manage sp

instances on your behalf.

EC2 Role for Simple Systems Manager

Allows EC2 instances to call AWS services like CloudWatch

S5M on your behalf

EC2 Spot Fleet Role
Allows EC2 Spot Fleet to request and terminate Spot Instances on your behalf.

* Required Cancel

11. Search for the previously created policy, select its check box, and click Next: Review.
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= role
e role 1 o 1y

» Attach permissions policies

Choose one or more poficies to sttach &0 YOUT NEW N

Create palicy =
Fitter policies - I Cied I Showing 1 result l
Policy name « Used as Description
+ Set permissions boundary
Cancel Pravious Next- Tags ‘

* Required

12. Add optional tags for the role and click Next: Review.

13. Name the Role and select Create Role.

e o e
Create role i) (2 (3 °

Review
Provide the required information below and review this role before you create it
Role name*
Role description: | Allows ECZ instances to call AWS services on your behalf
s
and += G-’
Trusted entities  AWS service: ec amazonaws.com
Policies CD RO
Permissions boundary Fermissions boundary is not set
Mo tzgs were added
* Required Cancel Previous

14. Assign the resulting role to the N2WS trial instance by:

a. Select the N2WS instance name.
b. Inthe Actions menu, select Instance Settings and then Attach/Replace IAM Role.
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Services ~ Resource Grou

ECZ Dashboard Launch Instance -+ [JEsCULEGS
4

Events

Tags (), Fiter by tags and atiributes
Repens B Name = | Instance ID o R ity Zone - | Instance State - | Status
Limits Launch More Like This
HHETANEE : - AddfEdit Tags
e Adtach to Auto Se:
e HNetworking
CloudWatch Monitoring
Change Termination Protection
View'Change User Data
Change Shutdown Behawvior
ange T2IT3 Unfimited
R Get System Log

Get Instance Screenshot

Instance: |i-0ale1866928a91d23 (N2WS 2.5.0 Tria) Public DN5: ec2-3-35-28-1_compute-1 amazonaws.com

Description Status Checks Monitoring Tags Usspe Instructions

nstancs |0 Hla3e13860=8301d23
nstance state  running I
Instance type  12.micro
Elastic IPs
Aysilablity zone  Us-23st-1d
Security groups  N2WS5 Backup - Recovery -CPM- Free Trial - BYOL Edition-2-4-0-AutogenBy ANWSME
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Appendix B - Adding Exception for Default
Browser

For Chrome:

A

Your connection is not private

Attackers might be trying to steal your information from
54.162.251.161 (for example, passwords, messages, or credit cards).

Learn more

NET::ERR_CERT_AUTHORITY_INVALID

¥l Help improve Safe Browsing by sending some system information and page

content to Google. Privacy policy

Advanced Back to safety

*
*

1. Open the Chrome browser. In top right, click More -.

2. Click Settings, Advanced, and then in the System section, click Open proxy settings.

System
Caontinue running background apps when Google Chrome is closed 12
Use hardware acceleration when available [ ]
Open proxy settings 2

3. Choose the Security tab and then click Trusted Sites.
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€ Internet Properties X

General| Security |Privacy Content Connections Programs Advanced

Select a zone to view or change

Local intranet

Internet

This zone is for Internet websites,
except those listed in trusted and
restricted zones.

sites

Sites

Security level for this zone
Allowed levels for this zone; Medium to High
Medium-high
- Appropriate for most websites
- Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

Reset all zones to default level

4. Click the Sites button.

5. Type the CPM server’s IP address in the Add this website to the zone box and then click
Add, Close. and OK.
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€ Trusted sites X

4 You can add and remove websites from this zone. All websites in
4y this zone will use the zone's security settings.

Add this website to the zone:
| https://54.162.251... Add

Websites:

Remove

[[IRrequire server verification (https:) for all sites in this zone

Close

[CJEnable Protected Mode (requires restarting Internet Explorer)

Custom level... Defaultlevel
Reset all zones to default level
OK Cancel Apphy

You should not get the warning on the certificate again.

For Firefox:
The example is from Firefox Quantum. Click Advanced (1) and Add Exception for this server

(2).
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