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1 Introductionto N2WSBackup & Recovery

N2WSBackup & RecovelfCPM), known as N2WS,an enterpriseclass backup, recoveand
disaster recovergolutionfor the Amazon Web Services (AWBgsigned from the ground up to
support AWSN2WSuses clouehative technologies (e.geBS snapshot&) provide uimatched
backup and, more importantly, restore capabilities in AWS
N2WS also supports backup and recovery for Microsoft Azure Virtual Meschimd Disks.
N2WSssoldas a service. When you register to use the seryioa,get permissioto launch a
virtual Amazon Michinelmage(AMI) of an EC2 instana®nceyou launch the instance, and
after a short configuratioprocess you can start backgqup yourdata usingN2Ws
UsingN2WSyou can create backup policiexhedulesand import noAN2WS backups to
Amazon Simple Storage Service (8ackup policiedefine what you want to baclp (.e.,
Backup Targejsss well as otheparameters, such as:

1 Frequency of backups

1 Number of backup generations to maintain

1 Whether to copy the backup data to other AWS regions, etc.

1 Whetherto back up a resourcenmediately
Backup targets can laf several differentypes for example

 EC2nstances (including 2 YS 2NJ | f f BEBSvolirkeS Ay aidl yOSQa

1 Independent EBS volumes (regardleésvhetherthey are attached and to which
instancg
Amazon Relational Database ServiRB$databases
RDS Aurora clusterscluding Aurora Serverless
Redshiftclusters
DynamoDB tables
Elastic File System (EFS)
FSx File Systemd_ustre, NetApp ONTAP, Windows with managed Active Directory
S3 Synto copy objects between S3 buckets

1 For Azureolicies Virtual Machines (VM) and Disks
In addition to backup targets, you also defin@ckupparameters such as

1 InWindowsachiewngapplication consistency usindicrosoft Volume Shadow Copy

Service{S$

1 Runningbackup scrifs

1 Number ofretriesin case ofafailure
Schedulesre used tadefinehow you want totime the backups. You can defirtiee following:

1 Astart and end time fortie scheduleincluding time zone of data

1 Backupfrequency.e.g.,every 15 minuts, every 4 hours, every dastc.

1 Daysof the weekto run the polcy

1 Speciatimes to disablehe policy
A policy can have one or more schedules associated with it. A schedule can be associated with
one or more policiesAs soon as you have an active policy defined with a schedule, backups will
start automatically.
N2WS provides monitoring at multiple levels. The Dashboard displays key performance
indicators for backups, disaster recoverieslume usage, backups to S3, and other metrics.

=4 =4 4 -4 4 -4 4
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Operationspecific monitors allow you to view details. And sugidor additional monitoring
using Datadog and Splunk is available.
Following is a summary of the supported services formtian backup targets:

Service/Option| Backup DR- Cross DR- Cross Copy to S3 Copy to
Region Account Glacier

EC2 \Y, V \% Y \%

EBS \% \% \% \ \

EFS \% \% \% X X

FSX \% X X X X

RDS \% \% \% \ \

Note: Snapshat of EBS/RDS encrypted with default key cannot be copied cross account

1.1 Purchasing N2WSon the AWS Marketplace

N2WSs availablein several different editionthat supportdifferent usage tiers of theolution,
e.g.,number of protected instances, number of AWS accounts supported] b&price for
usingthe N2WSsoftware is a fixed monthly price which varies between the diffefd@WS
editions.

To see the differenteatures for eachedition, alongwith pricing and details, go tihe N2W
Software Web siteOnce you subscribe to onetbie N2WSeditions, you can launchmaN2WS
Server instace andbegin protecting your AWS environmem@nly oneN2WSServer per
subscripton will actually perfornmabackup If you run additional instanegthey will only
perform recovery operatiosi(sectionl1.3.3.

1.1.1 Moving between N2WSEdition s

If you are alrady subscribed and using ohN2W Sedition andwant to move to another that
better fits your needsyou need tgerform the following steps:

Note: Before proceeding, it is highly recommenddit youcreate a snapshot of your
CPMdata volume. You can delete that snapshot once your IN#WWSServer is up
and running. The data volume is typically nanNg&lNVS¢ Data \blume.

1. Terminate your existin2WSnstance. It is recommendedhat youdo so while no backup
IS running.

2. Unsubscribe from your curreM2WSedition. It is important since you will continue to be
oAf f SR T2N (KI danc8 Wiir subsenptiorydu wil @ntizbeRaBle/t@ (i
dzy 4dz0 aONAO6S AT @2dz R2y Qi KI @S Ybufmanadehniy A y 3
subscriptions a the AWS Marketplace siten the Your Softwargpage.

3. Subscribe to the neW2WSEdition and launch an instance. You need to launch the instance
in the sameAvailabilityZone (AZ)asthe old one. If you want to launch your néd\@WS
Server in a different zone or region, you will neectteate a snapshot of the data volume
and either create the volume in another zone or copy the snapshot to another region and
create thevolume there.

4. During configurationchooseUse Existing Data Volurmend select theexistingdata volume.


http://www.n2ws.com/index.php?option=com_k2&view=item&layout=item&id=11
http://www.n2ws.com/index.php?option=com_k2&view=item&layout=item&id=11
https://aws.amazon.com/marketplace/library?ref_=help_navgno_library

2WS

5. Once configuration completes, continue to work with yoursexg configuration with the
new N2WSedition.

1.1.2 Downgrading

If you moved to a loweN2WSedition, you may find yourself in a situation where you exceed
the resources your new edition allows. For example, you &/ SAdvanced Edition and you
moved toN2WSStandard Edition, which alloviswer instancesN2WSwill detectsuch a
situation as a compliance issueill cease to perform backugpdisplay a messagand issue an
alert detailingthe problem.

To fix the problem

1 Move back to a N2WSedition that fits your current configuratigror

1 Remove the excessive resasgs, e.g.,remove users, AWS accounds instances from
policies.

Oncethe resources are back in line with the currenitemh, N2WSwill automatically resume

normal operations.

1.2 N2WSArchitecture

TheN2WSServer is a LindBasedvirtual appliance. It useAWS APIs to access yRWS
account. It allows managirgpapshots oEBS volumefDSnstances and clusterRedshift
clusters andDynamoDRBables Except in casavhere the user chooses tastallour Thin
Backup Agent fowindows Seversor the AWS Simple System Manager (SSM) Remote Agent
N2WSdoes not directly access your instances. Accessriermedby the agnt, or by a script
that the usemprovides, which performs application quiescence
N2WSconsists othree parts all of whch reside on théN2WSvirtual server
1 Adatabase that holdgour backup related metadata
1 AWeb/Management server that manages melata.
1 Abackup server that actually performs the backup operations. These components reside
in the N2WSserver
TheN2WSarchitectureis shownbelow. N2WSServer is an EG2stance inside the cloud, but it
also connects to the AWS infrastructurentanage the backup of other instanc&2WSdoes
not need to communicate or interferin any way with the operatioaf otherinstances. The
only case wheréhe N2WSserver communicates directly widnd has software installed oan
instance is when backig upWindows Serverir customers who want to use Microsoft VSS for
application quiescing
1 If you wish to have VSS or scrippport for application quiescen¢gou need to instathe
AWS SSM Agent the N2WSThin Backup Agent. The agent g$ configuration from the
N2WSserver, using the HTTPS protocol.
1 The SSM agent doesn't require any inbound ports to be opened. All communication from
the agent is outbound from HTTPS to the SSM and EC2 Message enutpthiatszgion
where your instances are registered.
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1.3 N2WSServer Instance

TheN2WSinstance is an EB&&sed instance with two EBS volum@sie is the root device, and
the otheris theCPMdata volume All persistent data and@onfigurationinformation resice on
the data volume. Fromi2W S perspective the root device is dispensabléou can always
terminate yourN2WSnstance and launch a new one, thesinga short configuration process
continue working with youexisting data volume.

1.3.1 Root Volume

Althoughyou have access to tié2WSServer instancgia SSHN2W Software expecsthe
N2WSServerinstance wilbe used asa virtual applianceN2W Sftware expecsyou not to
change the OS and not to start running additional products or servicéseanstance If you do
so and it affectiN2WS N2W Softwarewill not be able to provide you with support. Our first
requirement will ke for you to launch a cledd2WSserver.

Note: Remember that all your changes in the OS will be wiped out as soon as you upgrade
to a new release dii2WSwhich will come in the form of a new image (AMf)you
need to install software to use with backup scripggy(,Oracle clientpr you need to
install a Linux OS security update, you ¢é2W Softwarerecommendthat you
consultN2W Software supportbefore doing so.

1.3.2 Backing up the N2WS Server

N2WSserver runs on an EBfased instance. This means that you can stop and start it
whenever you likeBut if youcreate an image (AMI) of it and launch a new one with the system
and data volume, you will find thalhe new server wilhot be fully functional.It will load and

will allow you to perform recovery, but it will not contingerformingbackupasthis is nothe
supported way to back uN2WSserves. What you need to do, is to back up only the data
volume,launch a fresiN2WSserver, and connect it a recovered data volumé&ee section

11.4.3
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1.3.3 N2WS Server with HTTP Proxy

N2WSheeds connectivity to AWS endpoints to be able to use AWS APIs. This requires Internet
connectivity. If you needi2WSto connect to the Internet via an HTPoxy that is fully

supported. During configuratigiyou will be able to enable proxy use and enter all the required
details and credentials: proxy address, port, ysed password. User and password are

optional and can be left empty if the proxy seryes not requireauthentication Once you
configure proxy settingat the configuration stage, they will also be set for use in the main
application.

The proxy setting can benodified at any timen thetoolbar Proxytab of Nzwﬂ Server
Settings> General Settings. Select or cleaEnable Proxylf enabled, enter the requested proxy
information.

General Settings

CPM Server Proxy Security Capture VPC Tag Scan Cleanup Email Configuration Cost Explorer
——

Volume Usage Percent

Enable Proxy

Address Port
8080

<>

User Password

1.3.4 Multiple N2WS Servers

If you are trying to launch multipl2WSservers of the same edition in the same account, you
will find that from the second one gmo backup will be performed. Each such server will
assumet is a temporary server for recovery purposes and will allow only recovery. Typically
oneN2WSserver should be enough to back up your entire EC2 environnifgrdu need more
resources, you shdd upgrade to a higher edition M2WS If you do need to use more than
oneN2WSserver in yar account, contacN2W Software support

1.4 Upgrading N2WS

Note: We strongly recommend that you read thastire sectionBEFOREtarting the
upgrade and that you followvery stepin these sections to ensure that version 3.x is
configured correctly and with no loss of data.

The upgrade process consists of 4 phases:

1. Before starting the upgrade, refer to instructions specific to your current version in section

14.1

Terminate the old versiomstance and launch the new version as described in settib2

Configure the new version ingiae according to instructions in secti@.3

4. After the upgrade, there are still a few steps to ensure a comgleiasition. See section
144

wnN
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If you have any questions or encounter issues, visit\tBg/S Support Centavhere you will
find helpful resources in a variety of formats or can open a Support Ticket.

1.4.1 Before Upgrading to N2WS V3.X

The following sections outline the steps required to upgrade to N2WS Backup & Recover
version 3.X.

GENERL

Permissions

Due to new functionality in v3.X, you may need to update your permission policies. If you have
more than one AWS Account added to the N2WS console, you will have to update the IAM
Policies for each account. See the JSON templates at
https://support.n2ws.com/portal/kb/articles/whatare-the-requiredminimalawspermissions
rolesfor-cpm-operation

Before starting
1. Havethe username and password for the root/admin user ready.
2. If you are using a proxy in the N2WS settings, write down the details.
3. Take a screenshot of the N2WS EC2 instance network settings: IP, VPC,
Subnet, Security Groups, and IAM Role and Keypair name.
Take a screenshot of the Tags if you have more than a few.
5. Verify that there are no backups, DRs, or Cleanup running or scheduled to
run within the next 1530 minutes.
Shut down the N2WS EC2 instance.
7. Take a snapshot of the N2WS Data Volume. Onlyptta Volume is
important, as it contains all your settings, backup entries, etc.
8. Download the latestAM permisionsand update the IAM Policies from your
role.

B

=

UPGRADE FROM 2.7.X, 3.X, 2.3.X, 2.2.X, 2.1X

1 For 3.0.0/3.0.0a Customersfter upgrading to v3.0.0b or later versions:

9 If you created or modified an S3 policy in v3.0.x or earlier versidD#AVOID a
POSSBLE DATA LOS®umustapply the workaround listed &3 backups may be
stored for X days instead of X months

i Policiescreated or modified in v3.0.0b and later will not experience this issue.

1 For Customers upgrading from other versionmerform the upgrade as usual. See
sectionl.4.2.

UPGRADE FROM 2.4, 2.5, 2.6

1 Customers that dichot use Copy to S8o not need to perform any additional actions
and should perform the upgrade as usual. See sedtidr?.
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1 Customers thadid use Copy to 3nustproceed according to the following steps:

IMPORTANT NOTICE FOR 2.4, 2.5CB8TOMERS USING COPY TO S3:

1 All data previously archived to S3 (using version2Xjcannotbe recovered using
version 3.0. To recover this data in the future, you will need to create an AMI of the
existing N2WS instandeefore completing the upgradernpcess.

1 Youmust complete the followingnandatory steps:

Mandatory Steps for 2.4, 2.5, 2.6 Customers using Copy to S3:
Beforeshutting down the 2.4.x, 2.5.x, or 2.6.x N2WS server:

1. Verify that no backup/DR/Cleanup/S3 is in process or schedvitath the next 30 minutes.
2. Disable the local CPM Agent.
3. Connectto CPM in SSH.
4, Type:
sudo mv

/opt/n2wsoftware/cpmagent/agent.pyo/opt/n2wsoftware/cpmagent/agent.p
yo.disabled

5. Use the AWS Console to create an AMI of the existing N2WS instance.tRistaikll to
ensure that you can recover data previously archived to S3, using any version before 2.7.
Retain this AMI for as long as you need to recover they2r& legacy data from S3.

Note: Launch this AMI, which defaults tecoveronly mode, whenevelou need to
recover from the old S3 repository:
1. Navigate to the EC2 console.
2. Select the running N2WS instance.
3. Under theActionsmenu, selectmage
4. Create Image.

6. Launch version 3.x using the normal upgrade process. See ségtién

Notice for customers using Copy to S3:
1 Once version 3.0 is launched, the first archive to S3 will be FULL. All seiisequ
backups will be incremental as usual.
1 You can maximize cost savings by moving previously archived date2(@jedrom S3
to S3 Intelligent Tiering, or IA if preferred.

Cleaning Up Your Pre-2.7 S3 Repository

Note: Once version 3.x is launched, all dptaviously archived to S3 (using versions-2.4
2.6) will not be deleted by the N2WS cleanup operation.

When based on your retention policy you no longer need any of the archived backups in your
older repository using versions 2246, you can manually tite it.
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2 RSESGS I NBLRaAOG2NE yIYSR WwSLRAAG2NEB PG 2y
Use the AWS console to access the S3 console
¢ KS NBB LIS 1A Ng T daedundeConfigured_S3_BucketVeeam>
Backup>Rep_to_Delete )
{ St SCRep_ib OBlet&® T2t RSNJ ' yR RSESGS AlG dzaAy3d (KS

1.4.2 Terminating the Old Instance and Launching the New Instance

1.

N

5.

Verify that no backup, DR, or Cleanup is being performed or is about to be started within
the next 15 to 30minutes.

Terminate the existing CPM instance.

Launch a new N2WS Server instance in the same region and AZ as the old one. You can
launch the instance using théour Marketplace Softwangage on the AWS web site.

To determine the AZ of the new instance, launch the instance using the EC2 console rather
than using the iclick option.

Wait until the old CPM instance is in tte¥rminated state.

1.4.3 Configuri ng the New N2WS Server Instance

To upgrade/restart the N2WS Server Instance:

1.

o0k wnN

About 1 minute after launching the new instance, it should inrilmening state. Connect to

the Ul with a browser using https://[#of-your-new-instance].

Confirm the Instance ID of your newly launched instance.

Accept the Terms and Conditions.

Enter the username and password of the admin/root user.

Approve the exception to th8SL certificate.

Choose the time zone and selédse Existing Data Volumley a0SLJ I nX a5 al

t NPE& ¢ O

Select your old data volume from tlixisting CPM Data VolunfeA &G Ay &AGSLI | p =
| 2y FAIAINT GAZ2YE D

SelectConfigure System y a4 0 SLA 4 SNT ,a2Wd3NDA! OO02dzy i€ ® bu2{ ¢
resume operations. Wait until the login mask appears.

Note: See sectior? for complete details for th Server Configuration.

1.4.4 Completing the Upgrade

After upgrading:

1 If you were usindN2WS Thin Backupgents to perform apgonsistent backups:
o/ KSO]1 GKS '3Sydta GlIo6o yR aSS AT afl afd
and time.
o If not, you may have to download and install tNREWS Tin BackupAgent on
your Windows EC2 instances
1 If you were usinghe AWSSSMRemote Agento perform appconsistent backups,
note that the SSM\gent will not appear in thédgentstab. You will need to verify
the SSMAgentseparately
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1 If you were using backup scripts that utilize SSH, you may need to log in to the N2WS
Server once and run the scripts manually so that the use of the private key will be
approved.

1 If you have more thaone AWS Account added to the N2WS console:

o Update the IAM Policies for each Account. See step 8 in the Before Warning in
sectionl.4.1
o Confirm using ChedkWS Permissions for each Account.

UPGRADE FROM 2.7.X, 3.X, 2.3.X, 2.2.X, 2.1x

1 For 3.0.0/3.0.0a Customerafter upgrading to v3.0.0b or later versions:

1 If you created or modified an S3 pmfiin v3.0.x or earlier versionsQ AVOID a
POSSIBLE DATA LO®amustapply the workaround listed &3 backups may be
stored for X days instead of X months

1 Policies created or modified in v3.0.0b and later will not experience this issue.

1 For Customers upgrading from other versippsrform the upgrade as usual. See section
1.3.6

UPGRADE FROM 2.4, 2.5, 2.6

1 Customers that dichot use Copy to S8o not need to perform any additionaktions
and should perform the upgrade as usual. See sedtiéri

1 Customers thadid use Copy to 3nustproceed according to the following steps:

IMPORTANT NOTICE FOR 2.4, 2.5, 2.6 CUSTOMERS USING COPY TO S3:

All data previously archived to S3 (using version2Zcannotbe recovered using
version 3.0. To recover this data in the future, you will need¢ate an AMI of the
existing N2WS instandeefore completing the upgrade process.

Youmustcomplete the followingnandatory steps:

Mandatory Steps for 2.4, 2.5, 2.6 Customers using Copy to S3:
Beforeshutting down the 2.4.x, 2.5.x, or 2.6.x N2WS server:

Verify that no backup/DR/Cleanup/S3 is in process.
Disable the local CPM Agent.

Connect tocCPMin SSH.

Type:

sudo mv

/opt/n2wsoftware/cpmagent/agent.pyo/opt/n2wsoftware/cpmagent/agent.p
yo.disabled

5. Use the AWS Console to create an AMI of the existing N2WS instance. Retain this AMI to
ensure that you can recover data previously archived to S3, using any Vieesta2.7.
Retain this AMI for as long as you need to recover thev2r& legacy data from S3.

hwnNPE
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Note: Launch this AMI, which defaults tecoveronly mode, whenever you need to
recover from the old S3 repository:
1. Navigate to the EC2 console.
2. Select the running N2®/instance.
3. Under theActionsmenu, selectmage
4. Create Image.

6. Launch version 3.x using the normal upgrade process. See sgcién

Notice for customers using Copy to S3
1 Once version 3.0 is launched, the first archive to S3 will be FULL. All subsequent
backups will be incremental as usual.
1 You can maximize cost savings by moving previously archived dete2(j@) from S3
to S3 Intelligent Tiering, or IA if preferred.

Cleaning Up Your Pre-2.7 S3 Repository

Note: Once version 3.x is launched, all data previously archived to S3 (using versions 2.4
2.6) will not be deleted by the N2WS cleanup operation.

When based on your retention policy you no longer need any of the archived backups in your
older repository using versions 2246, you can manually delete it.

¢2 RSESOS I NBLRAAGZ2NE yI YSR AWEALR NG R MNE apyi.2dp

1. Use the AWS console to access the S3 console

2. ¢ KS NI L2310y (2 NG T ded caedunde€onfigured_S3_BucketVeeam>
Backup>Rep_to Delete

3. { St SRep i OBleté®? T2f RSN YR dzaS GKS {o O2yaz2fts

1.5 N2WSTechnology

As part of the cloud ecosysteiN2WSrelies on web technology. The management interface
through which you manageackup and recovery operatiomsweb-based. The APighich
N2WSuses to communicate with AW&reweb-based All communication witlthe N2WS

server iperformedusingthe HTTPS protocol, which means it is all encrypted. This is important
since ensitive data will be communicated to/from tié2WSserver, for example AWS
credentials N2W Scredentials pbjectDs of your AWS objectnstances, volumes, databases,
images, snagwot IDs, etc.).

1.6 Browser Support

Mostinteractions with the N2WSserverare performedvia a web browser.
1 SinceN2WSuses modern web technologies, you will need your brovisdre enabled
for JavaS$ript.
1 N2WSsupportsMicrosoft ChromiumEdge, Mozilla Firefox, and Google Chrome.
1 Other browsers ar@ot supported.
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1.7 Viewing Tutorial and Free Installation

If you wantto view agetting-started tutorial or to try the fullyfunctional N2WS free for 30
days,go to https://n2ws.com/support/videctutorials/getting-started.
Follow the instructions inthéP DS G G Ay 3 { GF NI SR wSAXKD DNEIepT 2 NJO'{ 2d

Note: It is not necessary to reinstdli2WSafter purchasing a license

1.8 Customized Free Trial

It is now possible to have a free trial M2WSwith the usage limitations customized for your
specific AWS infrastructur€ontact N2V Software sales anfo@n2ws.conto start your
customized free trialThe N2W Software sales team may provide a refeeectode for your
customized installation.

1.9 N2WS Support for AWS Outposts

N2WS providesustomers the ability to backup and recoverpremise workloads running on
AWS Outposts as well as workloads on AMZSVS can run the core backup applicatiorntios
AWS cloud and protect workloads running either on regions outside of AWS Outposts at prote
applications that need to be backed up on AWS Outposts.
N2WS supportthe followingAWS services running on Outposts:

1 EC2/EBS/RDS/SES/S3/VPC

1 The servicesan be deployed in all AWS regions.

1.9.1 Deployment

N2WS is available on AWS Marketplace with different editions ready to support any size
environment:
https://aws.amazon.com/marketplace/search/results?x=29&y=9&sbderms=n2ws

You can launch N2W&S an AMI directly from the AWS Marketplace or use acpreigured
CloudFormatiof{CFtemplate. Configuration takes a few minut&ee
https://n2ws.com/support/videctutorials/installand-configuren2wsbackuprecovery3-0

For further information regardinthe AWS Outpostservice go to
https://console.aws.amazon.com/outposts/

1.9.2 Supported Use Cases

The perequisitefor support iscomplete installation of N2WS Backup & Recovéige cases

are:

1 Backup
N2WS can either backup applicatipeach as a media serveéhat run on AWS Outpostsy
storing the backup data on Outposts well as protecapplications running outside of AWS
Outpostsby storing backup data in the same AWS region

91 Disaster Recover{DR)
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Inthe case of Disaster RecoveN2WS protects resources running on AWS Outposts and

copies data to another AWS Region or AWS account.

1 Another option is to us&li2WS Backup & Recovedoybackup resources running in a
specific AWS region to Amaz@utposts.

1 DRfailback reverses the workflow.
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Configuring N2WS

Important: BEFORBEpgrading to versio®.0from versions 2.4.7, Copy to S3 customers

must review sectior2.3.2(Step4) about special conditionfor data recovery.

TheN2WSmanagementonsoleis accessd via a web browsesver HTTRS

T

T

T
T

When a newN2WSServeris launchedthe server will automaticallgeneratea new sel
signed SSkertificate. This certificate willdused for the web application the
configurationstep.

If no otherSSicertificateis uploaded to theN2WSServer, the same certificate will be
usedalsofor the mainN2WSapplication.

BveryN2WSServemwill get its own certificate.

Sincethe certificateis not signed by an extern@ertificate Authority, you will need to
approve an exgptionin your browser tostart usingN2ws

Whenconfiguringthe N2WSserver, definethe following settings:

T
T
T

= =4

AWSCredentials for the&N2WSroot user.

Time zone fotthe server

Whether to create a newPMdata volume or attaclan existing one from a previous
N2WSserver.

Whether to create an additional N2WS server from an existing data volume during Force
Recovery Mode.

Proxy settingsConfigure proxy settings in caslee N2WSserver needs to connect to the
Internet via a proxy. These settings will also apply to the main application.

The rt the web server willisten on. The default ¥43. See sectiorl.3.3

Whether touploadan S& certificate anda private key for theN2WSserver to use. If you
provide a certificateyouwill alsoneed to provide a keywwhichmust notbe protected

by a passphrase.

Register the AWS account with NZ3@ftware. Thiss mandatory only for free trials but
isrecommendedor all users.tlwill allowN2W Software to provide quicker and
enhancedsupport. Registratiorinformationis not shared.

For the configuration process to work, as well as for noiRfAlN Soperations,N2WSheeds to
have outbound connectivity to the Inteen, for the HTTB protocol. Assuming tHé2WSserver
was launbed in a VPt needs to have

T
T
T

Apublic IR or
An Elastic IRttached to it, or
Gonnectivity via a NAT setymternet Gatewayor HTTP proxy

If anaccessssueoccurs verify that the:

T
T
T

Instance has Internet connectivity

DNS is configured properly

Security group allow outbound connections for port 443 (HTTBS)ther (if you chose
to use a different port).

Following are the configuration steps

1. Approve the eneuser license agreement
2. Define the root username, email, and password
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3. Define the time zone of thBI2WSSewrer and usage of data volumes.
4. Fillin therest of the information needed to complete the configuration process

2.1 Instance ID

To initiallybe identified as thewner of this instance, you are required to typepaste the
N2WSserver instance ID. This is jussecurityprecaution.

&v‘ S I N2WS Backup & Recovery (CPM)

In the next step of the configuration processy/ou will also be required to approve the ender
license agreement.

Configuration

6\1\2\WS N2WS Backup & Recovery (CPM)

Instance End User License License and Data Volume Server Register Your
Confumation Agreement Root User and Proxy Configuration Account

End User Liconse Agreement
Version X X X - dd/mmiyyyy

This Lxcense Agreement (the "Agreement”) is made and entered into by and between Licensor (as defined below) and you as,
or on behalf of, Licensee (as defined below). This Agreement governs Licensee's access to the Image and its use of the
Liconsee Instance (as these terms are defined below), Each of Licensor and Lcenses is a "Party™ to this Agreement and
together they are indicated as the “Pacties”

By edher (a) submitting a signed Quote. (b) prowiding a purchase order complying with a Quote, (¢) checking the ™ read the
License Terms and | Accept them™ checkbox and subsequently chcking the “Next™ button duning the instaliation and
configuration process of the Licensee Instance (as defined below) using the Image (as defined below), or (d) accessing or
using the Licensee Instance, you as, o on behalf of, Licensee, are accepting and agreeing to be bound by the terms and
conditions of this Agreement. which becomes effective as of the date you click the "Next™ button (or first access or use the
Licensee Instance) (the "Effective Date”). If you are accepting the terms of this Agreement on behalf of Licensee. you represent
and warrant that. (1) you have full legal authority to bind Licensee 10 this Agreement, (i) you have read and understand ths
Agreement; and (i) you agree. on behalf of Licensee, 10 this Agreement If you do not have the legal authonity to bind
Licensee, please do not clck the "Next™ button (or access or use the Licensae Instance).

1. Lgense Grant. Licensor grants Licensee a limited. personal, revocable. non-exclusive. non-sublicensable, non-transferrable
license to do the following dunng the License Term: (1) install and configure the Image on a single Licensee Instance: (i) create,
copy. use, maintan and restore Snapshots and Secondary Backups of Licensee Information using Licensee Instance(s) for the
internal business use of Licensee, subject 10 the attnbutes and usage limitations of Image or as set forth in the Quote; (w) copy
and use the Documentation solely for the above-mentoned purposes. and (iv) if and to the extent Licensee has been expressly
authorized in writing by Seller in a Quote or otherwise, Licensee may either or both (a) install and configure the Image on
additional Licensee Instances. and/or (b) create, copy, use, maintain and restore Snapshots and Secondary Backups of
Licensee Information using Licensee Instance(s) for Managed Users of Licensee

| read the license terms and | accept them
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2.2 License Agreement and Root User

Thelicensdield is presented. Selett QY & (i I NIi Afof & frek triaf. NiBeBrisé, Belett f
the appropriate license option in the list, such as Bring Your Own License (BYOL) Edition.
Alternatively, if your organization purchased a license directly from N2W Software, additional
instructions are shown.

TheAWSroot user(IAM User)s no longer allowed taontrol the operation of theN2WSserver.
A user with the Authentication credentials fN2WSInstance IAM Rolés the only user allowed
to installN2WSlogon to the systemserver, and operateit. Asshown bédow, you need to
define theroot username, emaijland passwordThis is thehird step in the configuration
process.The emaimay be used when definilgmazon Simple Notification Servi&N$based
alerts.Once created¢choose toautomatically add this email to the SNS topic recipients

Server Configuration
GEWS N2WS Backup & Recovery (CPM)

Note: PasswordN2WSrecommendthat youuse passwords that are difficult to guess
and that are changed from time to tim&or the password rules that N2WS enforces,
see sectiorl6.2.3

2.3 Defining Time Zone, Data Volume, Force Recovery Mode,
Web Proxy

In the fourth step of the configuration procesyou can:
1 Set thetime zone of theN2WSServer.

1 If using goaid license, ltoose whether to create a new data volumetoruse an existing
one. Your AWS credentials will be used for the data volume setup process.

1 Create an additional N2WS server in recovery mode only, by choosing an existing data
volumeand setForce Recovery Mode.

91 Gonfigure proxy settings for thH2WSserver.See sectior2.3.3
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As you will sein section4.1.3 all scheduling of backupperformedaccording tahe local time
of the N2WSServer.You willsee all time fieldslisplayed by locdlme; however, dl time fields
are stored in theN2WSdatabase in UTC. This means that if you wish to gadhe time zone
later, all schedulig will still work as before.

As you can sekelow, the choice of new or existing data volumenadehere. Actual
configuration of the volume will baccomplishedht the next step.

AWS credentialarerequiredto create a nevElastic Block StorageB$data volumeif needed
and to attach the volume to thBI2WSServer instance.

1 If you are usindAWS Identity and Access Managem@AiM) credentials that have
limited permissions, these credentials need to have permissions to view EBS volumes in
your account, to create new EBS volumasd to attachvolumes to instancese
section16.3 These credentials akeptfor file-level recovery later oand are sed only
for thesepurposes.

1 If you assigned an IAM Role to tN@WSServer instancegnd this role includes the
needed permissionselectt &S Ly a i | y @il thén yau'wdl non feQuired
to enter credentials

Server Configuration
(I\\IZ—\WS N2WS Backup & Recovery (CPM)

2.3.1 New Data Volume

When creating a new data volume, the only thing you need to define is the capacity of the
created volumeYou also have the option to encrypt the volume, as described in sezdoh
¢CKS @2ftdzyS A& 3I2Ay3 (2 ata, ylislady YackingksSriptRar speciall & S
configuration you choose to create for the backup of your servers. The backup itself is stored by
AWS, so normally the data volume will not contain a large amount of data.
The default size of the data volume is BGi

1 This is large enough to manage roughly 50 instances and about 3 times as many EBS

volumes.
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1 If your environment is larger than 50 instances, increase the volume at about the ratio of
1 GIiB per 10 backeudb instances.
The new volume will be automaticaltyeated in the same AZ as the N2WS instance It will be
namedN2WS Data VolumeDuring the configuration process, the volume will be created and
attached to the instance. The N2WS database will be created on it.

2.3.2 Existing Data Volume

Important notice for Copy to S3 customers BEFORE upgrading to ver3ion

1 All data previously archived to S3, using version®2&4, cannotbe recovered
using versior8.0.

9 To allow recovery of such data in the future, create an AMI of your current N2WS
instanceBEFORHpgradingto version3.0.

1 To do this, follow all the steps outlined inetlversion3.0 Upgrade Instructions
BEFOREontinuingyour upgrade.

i1 For additional information, seBelease Notes

TheEXxisting data volumeption is used if:

1 You have already run N2WS and terminated the old N2WS server, but now wish to
continue where you stopped.

1 You are upgrading to new N2WS releases.
1 You are chaging some of the configuration details.
1 You want to configure an additional N2WS server in recovery mode Sedysection
2.34
The select box for choosing the volumes will show all available EBS volumes in the same AZ as
the N2WS Server instance. When choosing the volumes, consider the following:
1 Itis important to ceate the instance in the AZ your volume was created in the first
place.
1 Another option is to create a snapshot from the original volume, and then create a
volume from it in the AZ you require.

Note: AlthoughCPMdata volumes typically have a speciahmg it is not a requirement. If
you choose a volume that was not created InVN2WS server for an existing data
volume, the application withot work.

2.3.3 Proxy Settings

If the N2WS server needs an HTTP proxy to connect to the Internet, define the proxysaddres
port, user, and password. The proxy settings will be kept as the default for the main application.

In the N2WS UI, proxy settings are made inRinexytab of[@ Server Settings General
Settings

Note: Make sure to enable SSH connections (port 2&)ugh your proxy.
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2.3.4 Force Recovery Mode

You can configure an additional N2WS sepwerecovery mode onlyby choosing an existing
data volume
1 In step4, chooseo usean existing volume and in tHeorce Recovery ModeselectYes

1 In step5, in theExisting CPMData Volume list, select thevolume that holds your
backup records

| Server Configuration
GEWS N2WS Backup & Recovery (CPM)

Instance License and
Confirmation Root User

End User License Data Volume Server Register Your
Agreement and Proxy Configuration Account

Existing CPM Data Volume: vol-0572ed603db0b2f08 (N2WS - Data Volume) v

Web Server Port 443

SSL Server Certificate File: No file chosen Leave empty for defaull self-signed cerfificate

SSL Server Private Key No file chesen

Anonymous Usage Reports Allow v

(=] =

Note: The N2WS server configuréat recovery mode will NOT:
Perform backups

Performdata Lifecycle Management operatians

Have Resource Contnmlanagement

Perform any scheduled operations

= =) =) =

2.4 Complete Remaining Fields in N2WS Configuration

In thefifth step, you will fill in the rest of the information needddr the configuation of the
data volume for theN2WSServer
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If you chose to create a newolume, you can choose the volume capacity, type, and whether to

encrypt.

Server Configuration

&E\WS N2WS Backup & Recovery (CPM)

Senv
~oni

Instance End User License License and
Confirmation Agresment Root User

Capacity (GiB) 5 :
EBS Violume Type: General Purpose 55D (gp2) W
rerypt Mot Encrypled v
Web Server Port 443
S5L Server Certificate File No file chosen for daf
SSL Server Private Koy No file chesen
Anomymous Usage Reports: Al w

If you chose to use an existing volurgeu will see a drojglown volumesele¢ion boxinstead
of the volumecapacity field

Server Configuration

GEWS N2WS Backup & Recovery (CPM)

0—0—06—06—0

Register Your

Instance End User License License and Data Volume Sorver
Confirmation Agreement Root User and Proxy Configuration Account
Existing CPM Data Volume vol-05726d603db0b2108 (N2WS - Data Volume) v
SSL Server Certificate File No file chosen
SSL Server Private Key No file chosen
v

Anonymous Usage Reports

2.4.1 Encrypting a New Data Volume

If you ch@se anew datavolume, you have an option to encry@PM user datayou also have
the option to encrypt a new data volume if using the silent configuration m&ele sectior?.8.
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Server Configuration
GEI-‘VS N2WS Backup & Recovery (CPM)

SelectEncryptedin the Encrypt Volumedrop-down list and choose a key in tlcryption Key
list. You have the option to use a custom ARN.

2.4.2 Web Server Settings

Port 443 is thelefaultport for the HTTPS protot which is used bthe N2WSmanager If you
wish, you canconfigurea different portfor the web serverBut, keepin mind that the specified
port will need to be open in the instan@esecurity groups fothe management console to
work, and for any Thin Backup Agsrthat will need to access it.
The finaldetail you can configure is an SSL certi@@nd private key.
1 If youleave them empty, the main application will continue to uke seltsigned
certificatethat was used so far.
1 If you choose to upload a new certificatgou need to upload a private key as well. The
key cannot be protected by a passphrase, or the application will not work.

Warning: If a corrupted SSL certificai®installed, it will prevent th&l2WSserver from
starting.

2.4.3 Anonymous Reports Setting

Leaving the Anonymous Usage Reports valuillasy permits N2WS to send anonymous usage
data to N2W Software. This data does not contain any identifying information:

1 NoAWS account numbers or credentials.

1 No AWS objects or IDs like instances or volumes.

1 No N2WS names of objects names, such as policy and schedule.
It contains only details like:

1 How many policies run omaN2WS server

1 How many instances per policy

1 How may volumes
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1 What the scheduling is, etc

2.5 Registering and Finalizing the Configuration

After filling in the details in the last stepouare promptedto register. This is mandatory for
free trials and optional for paid products.

Server Configuration

[2ZWS | N2WS Backup & Recovery (CPM) v3.0.0

| oo

SelectConfigure Systeno finalize the configurationThe configuration will take betweerd3
seconds and 3 minutes foew volumes, ad usually less for attachirgxistingvolumes. After
the configuration is complet¢ W/ 2y FA I dzNIci A B NI X A OLERIBEAI X Q
It will take a few secondsntil you areredirected to the login screen of thd2WSapplication.

Username:

|
|

Password:

Or
Sign in with Identity Provider

License Agreement

If you are not redirectedrefresh the browser manuallyt you are still not redirectedreboot
the N2WSserver via AWS Management Consaled it will comebackup, configured and
running.

2.6 Configuration Troubleshooting

Most inputs you have in the configation steps arevalidatedwhen youselectNext. You will
get an informativemessage indicatingghat wentwrong.
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Aless obvious problem you may encountgif you reach the third step andet the existing

volumeselect box with only one value in Ko Volumesfound. This can arisér two reasons

1 If you chose to use an existing volume and thereraravailable EBS volumiesthe N2WS
{ S NIZ Xl &ill get this responsén thiscase, you probably did nogle your existing
data volume in the samaZz

To correctthis:

1 Terminate and relaunch thBI2WSsener instance in the correct zorend start over the
configuration process, or

1 Take a snapshot of the data vohe, and create a volume fromiit the zone theserver
isin.

1 If there isa problem with the credentials you typed, e dNo Instances foundmessage
may appeargeven if you chose to create a new data volume. This ushafipensf you are
using invalid credential®r if you mistyped them. To figo back and enter the credentials
correctly.

In rare cases, you may encounter a more diffiemfor after youconfiguredthe server. In this

case you wil usually get a cleamessageegarding the nature of the problenThis type of

problem can occur for seversdasons
1 If there is a connectivity probhe between the instance and the Internet (low
probability).
1 If the AWS credentials you entered are correct, but lack the jEsions © do whatis
needed, particularly ithey were created using IAM
1 If you chose a incorrectport, e.g.,the SSH port which is already in use
1 If you specifiecaninvalid SSlcertificate and/or private key file.

If the error occurred aftecompleting the last configuration stage, it is recommended that you:

1. Terminate the N2WS server instance.

2. Delete the new data volume (if one was already created).

3. Try again with a fresh instance.

If the configuratiorstill fails, the following message wilisplay. If configuring a new instance
does not solve the problem, see thuser Guidand contactN2W Software Support TeanTo
accesgonfiguration error details, sele@ownload Configuration Logs

Configuration Failed

Please Try to Configure a New Instance.

If the error re-occurs, consult our User Guide and our Support Team.

Download Configuration Logs
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2.7 Modifying the Server Configuration

If you need to change the configuration of you2WSserve after it hasalready been creat
you may need to

1 Changelie time zone

1 Resetthe N2WSroot user password

1 ChangeSSL credentials

1 Changdhe HTTPS port
The process to make these change®iterminatethe currentN2WSserver instance and
createanew one.After you terminatethe N2WSserver, the data volumbecomes available.
Configure the serweasneeded ancconnect to the oldexisting)data volume.

Note: Remember to launch the new server in the samé

For the N2WSroot user, yu may change themail orthe password.The username of the root

usercannotbe changed. Jfduring the configuration procesgou type a different username
than the originaIN2WSwill assume you forgot the root username. In that cabe username
will not change, and a filramed/tmp/username_reminder will be created on théN2WS

server. It Wil contain the username. You can connectNBWSserver using SSH to view this file

Seesection7.1

2.8 Configuring N2WSin Silent Mode

Launching an EC2 instance in AWS can optionally be set with User Data. See the description of

how such user data can be utilized at
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/tdaa. html

The N2WS instance can also use this user data when launching.
T LY GKS aiGdNAY3I W/ tal/ hbCLDQ SEAA&AGE AY
for the CPM configuration.

GdKS

d.

T ¢KS SEGNI OQlGA2Yy A& dzyiAft GKS &GNARYy3I W/ talh

I The extracted text is assumed to be in ".ini' file format.

1 The extracted configuration text of the new N2WS instance should start with a [SERVER]

section,followed by the configuration detalils.
1 For the relevantime_zone parameter value, seAppendix C

Following is an example dfie whole script:

[any - scri pt - before - cpmconfig]
CPMCONFIG

[SERVER]

user=<username for the N2WS user>
password=<password>

volume_option=<new or existing>
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volume_size=<in GB, used only for the new volume option>

volume_id=<Volume ID for the data volume, used only in the existing
volume option>

volume_type=<set your storage performance and cost.
The defaul t30i.s Iftgpcan be sethiito2iip@ddr dAgp30

snapshot_id=<snapshot ID to create the data volume from, used only with
the existing volume option, and only if volume_id is not present>

encryption_key=<encrypt user - data volume by setting the ARN of the
KMS key. used only for the new volume option>

time_zone=<set N2WS serverds | ocal ti me.
The default time zone is GMT.  SeeAppendix C  f or available time zones. >

allow_anonymous_reports=<send anonymous usage data to N2W Software.
The default is AFal sed>

force_recovery_mode=<allow additional N2WS server to perform recovery

operations only. The default is fAFal s-eib. I f i
require s volume_option=existing>

activation_key=<Activation Key>

CPMCONFIGND

[any - script - after - cpmconfig]

Additionally, if you need thBl2WSserverto connect to thelnternet via an HTTP proxy, add a
proxy section:
[PROXY]

proxy_server=<address of the proxy server>

proxy_port=<proxy port>
proxy_user=<user to authenticate, if needed>

proxy_password=<password to authenticate, if needed>

The snapshot option does not exist in the ltan be used for automation ofisaster
RecoveryDR server recovery. Additionally, if you state a vokihd from anotheAZ N2WS
will attempt to create a snapshot of that volume and migrate it to the AZ of the NBWS
server. This optiois for DR only.

Note: You are not required tesekctthe license terms when using the silent configuration
option, since you already approved the terms when subscribing to the product on
AWS Marketplace.

After executing the configuratiomn the AWSnstancespage, select thdagstab. If the

CPM Silent Configuration] S& @I f dzS Sljdzr t & WadzOOSSRSRQI {(KS
successfully launched with the user data configured in silent mode.
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Services v  Resource Groups v 1AM j EC2 s VPC DynamoDB *

© New EC2 Experience o Launchinstance v QRSB g

EC2 Dashboard Q Filter by tags and att r search t
Events Name vl il ~ Instance ID » Instance Type -~ Availability Zone - Instance State ~
Tags

® cpm310 i-0ab8da1435b679bec6é 13 medium us-east-1f @ running
Limits

i Instance: | i-0ab8da1435b79becs (cpm-3.1.0)  Public DNS: ec2-3-93-75-219.compute-1.amazonaws.com
nstances

Instz

Description Status Checks Monitoring Tags

Instance Types

Launch Templates Add/Edit Tags
Spot Requests
- Key Value
Savings Plans
M Sile . ; =
Reserved Instances I CPM Silent Configuration succeeded l
Nedicatad Hacte Name cpm-3.1.0

To verifyconfiguration user data:

1. In AWS, select the CPM instance.
2. In the rightclick menu, seledhstanceSettings and then selecView/Change User Data
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